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Precedence: PRIORITY Date: 03/08/2004
To: Office of the General Counsel Attn: Investigative Law Unit
Room 7326
| b6
International Operations Attn: IOS/IQU-2 I

b2

From: [ |
o " Contact: | || L 4 | b2
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Case ID #: 66F-HQ-C1364260 (Pending)

66F—HQ—C1384970\ (Pendipg)
Title: USA PATRIOT AcT 1645

SUNSET PROVISIONS

Synopsis: This communication responds to the lead set for ALL

RECEIVING OFFICES in the referenced communication.
Reference: 66F-HQ-C1364260 Serial 5
Details: The one incident that comes to mind concerningl[::::]

is the Patriot Act Provisions to seize money in a
corresponding bank account of a Middle Eastern bank. There was

one Letters Rogatory from the =0OTA including cases in which
banking records were sought.| is a country with banking
secrecy laws, and it is difficult to get financial records. b2

However, when a bank in[_____ ]has money in a corresponding
account in a U.S. bank, it is possible to freeze the account
until the information sought is obtained by the United States.
This matter met with some limited success.

b7E

considers this lead covered.
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rIO: Office of the General Counsel
- Ite: 66F-HQ—C1364.), 03/08/2004

LEAD (g) :
Set Lead 1: (Info)

ALL RECEIVING OFFICES

For information only.

+*

From: [ 1]
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DATE 2005 BY 65172 J_JMT KJ/0S-cv-0845

EDERAL BUREAU OF INVESTI ION la
Precedence: ROUTINE Date: 03/09/2004
To: General Counsel Attn: Investigative Law Unit
|l Room 7326
International Operations Attn: SSA IOU-1I1I b6
From: b7C
Contact: |
b2
By:
Approved By: | i) b6
Drafted By: | |- ac pC
"
Case ID #: 96’{—‘HQ—C1364260’7‘35"(Pending)
66F-HQ-C1384970’ "(Pending)
Title: USA PATRIOT ACT
SUNSET PROVISIONS
Synopsis: To provide results and cover lead.
Reference: 66F-HQ-C1364260 Serial 5
Details: For information of recipients, to date,
has not had the opportunity to use any of the investigative tools
created by the USA PATRIOT ACT.
Consequently,' |is negative for any feedback b2
which is responsive to [ead 66F-HQ-C1364260 Serial 5, and BTE

therefore considers above referenced lead covered.
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w "™ To: General Con 1 From:
Re: 66F-HQ-C13 0, 03/09/2004

LEAD(s) ¢
Set Lead 1: (Info)

ALL RECEIVING OFFICES

Read and clear.

*
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FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY Date: 03/15/2004 bé
B7C
To: International Operations Attn: _I102.| |
b2 General Counsel Attn: | | LU
b7E From:
Contact: - b2
= ;,ﬁfg bé
Approved By: | N
b6 _ e b7C
Drafted By: h b7C

\
Case ID #: 66F-HQ-C1364260° (Pending) 0
66F-HQ-C1384970 (Pending) N4

Title: USA PATRIOT ACT;
SUNSET PROVISIONS

Synopsis: Response to lead on use of the USA Patriot Act.

Reference: 66F-HQ-C1364260 Serial 5
66F-HQ-C1384970 Serial 7564

Details: | |lis a conduit of information from
Field Offices and FBIHQ to| liaison; however, ssumes
that a number of investigative leads were generated for this

office because of the provisions of the USA Patriot Act. b2

hopes that Field Offices are responding to this request so that  »7E
OGC is able to provide the necessary justification to Congress.
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"To: International rations From: ;
Re: 66F-HQ-C1364260, 03/15/2004 - b7E

LEAD(s) :
Set Lead 1: (Info)

ALL RECEIVING CFFICES

Read and clear.
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(Rev. 01-31-2003) { DATE: 09-09-2Z005
CLABSIFIED BY 65179 DMH/KT

FEDERAL BUREAU OF INVESTIGATION REASON: 1.4 (c)

DECLAZSAIFY ON: 09-09-2Z030

Precedence: DEADLINE 03/19/2004 Date: 03/17/2004

To: Office of General Counsel Attn: Investigative Law Unit

Room /5406 b6

t
From: | b7C
Contact: b2

P b7E
Approved By: | !

ATT. TNFORMATTON CONTATNED
HERETN I§ UNCLASSIFIED EXCEET
Drafted By: | Fhs WHERE SHOWN OTHERWILSE

b6

Case ID #: ’66F-HQ-C1364260 ’1ii% b7C
66F-HQ-1384970 —%0 b2
66F__}28229 —¢&

b7E

Title: USA PATRIOT ACT
SUNSET PROVISIONS

Synopsis: Review of| |usa PATRIOT Act subfiles
previously established to document the effective use of these
tools in anticipation of the 12/31/2005 sunset.

Reference: 66F-HQ-C1364260 Serial 5

Details: On 03/26/2003, wvia EC to all employees,g:::::::::l b2
established USA PATRIOT Act subfiles to document the

effective use of these provisions which are scheduled to sunset BTE
on 12/31/2005.

The USA PATRIOT Act provisions subject to sunset
concern, voice mail, nationwide search warrants for e-mail,
information sharing, vcluntary disclosure by ISP, immunity from
civil liability, expanded predicates for Title III, roving FISA
surveillance, new standard for FISA Pen/Trap, new standard for
business records under FISA, changes to "primary purpose”
standard in FISA, monitoring communications of computer
trespassers, and certification forms submitted to FinCen for
terrorism and money laundering investigations.

periodically sends out e-mails to all
personnel as a reminder that the usage of these provisions must bl
be tracked and documented in the appropriate subfiles. b2

J ey

rThe results of

b7E
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b2
To: Office of Ggaral Counsel From: |
Re: 66F-HQ-C1364980, 03/17/2004 ; b7E

theseg;;;;:agtequests enabled investigators to identify

previ nown | | associated with
captioned subjects. Additionally, with respect to one of these b2

b7E
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To: Office of Gs ral Counsel
Re: 66F-HQ-C136 0, 03/17/2004

LEAD(s) :
Set Lead 1: (Info)

GENERAL COUNSEL

AT WASHINGTON, DC

Information only.

*
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[NBFOREMATTON COMTATNED

UNCLASSIFIED EXCEPRT

FEDER‘C BUREAU OF INVESTIGATION

Date: o3/18/‘?f?®?4 L

Precedence: DEADLINE 03/19/2004 b6
To: General Counsel Attn: Investigative Law Unit b7C
[ | Rm. 7326
From: | b2
Squad 1 bTE b2
Contact: CDC| || | bé
DATE: 0%-08-2005 L7C
Approved By: | | b6 CLASSIFIED BY 65179 DMH/KJ
il REASON: 1.4 (o) _ .
Drafted By: | |jpm T DECLAZSIFY OM: 08-09-2030
Case ID #: 66F-HQ-C1364260  (Pending) 05-CV-0845
66F=HO-C1384970 (Pending).RgW\3 b2
b .
66 63323 endlngL(*B -
Title: USA PATRIOT ACT
SIINGET 'DD(\‘TTQ"ONS b2
DIVISION STATISTICS b7E
igs: Provide OGC with regquested information regarding
use of Patriot Act Provisions.
Reference: 66F-HQ-C1364260 Serial 5 b2
Details: Referenced serial requested statistical information P7F
from regarding use of USA Patriot Act provisions. The
requested information fro IT and FCI investigations is as
follows:
STATISTICS
Technigque Times Used
bl
b2
b7E

SESEET




To:
Re:

General Counsel
66F-HQ-C1364260,

SE

T

From:

03/18/2

004

b2

b7E

=)

bl
b2
b7E

bl
b2

b8

lig)




SE%ET

-

s " To: General Counsel From: .
Re: 66F-HQ-C1364260, 03/18/Z00Z ¢

LEAD(s) :
Set Lead 1: (Info)

GENERAL COUNSEL

AT WASHINGTON, DC

As requested in referenced serial. Read and clear.

*
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(Rev. 01-31-2003)
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Precedence: ROUTINE Date: 03/17§2004
bé
To: General Counsel Attn: Invedtigative Law Unit b7C
Room 7236
b2
From: [ 1]
SAC b7E
Contact: | | ;
Approved By: | ﬁq?*o b6
. b b7C
Drafted By: fl }amd
Case ID #: 66F-HQ-C1364260- 20
Title: USA PATRIOT ACT
SUNSET PROVISIONS
Synopsis: | | examples of the use of USA Patriot
Act sunset provisions to achieve investigative goals. b2
b7E

Details: The following is set forth regarding use of
investigative tools created by the Patriot Act:

1.) Intercepting communications of computer
trespassers.

b7a




b2
To: General Counsel From:

Re: 66F—HQaCl364266 03/17/2004 b7E

2.) Changes to "Primary Purpose'" Standard for FISA.

e changes [+ e ections 218 and 504 enabled

criminal investigators and prosecutors to review and present

b7hA

b7A

bé
b7a

b7C

bé
bT7a

b7C




b2
To: General Counsel From:

Re: 66F—HQ-C1364266 03/17/2004 BTE

’ b

b7a
material leading to | | b7C
b6
| The material support
b7A
portion of the investigation 1s ongoing.
b7C
3.) Information Sharing
The cooperation between other Government Agencies
within the Intelligence Community (IC) and the FBI has resulted
in significant improvements in the conduct of everyone's mission. b2
has prepared FISA requests in two separate matters based bE

on information from the IC. Three potential compromises in
ongoing foreign intelligence investigations were averted through
the timely sharing of information. Numerous IT cases benefitted
from the receipt of intelligence from the IC and vice versa.
Follow-up investigations have been coordinated with the IC when
FBI - IT subjects have departed the U.S., whether the departure
was voluntary or not. Numerous IIRs disseminating foreign
intelligence and/or positive terrorism intelligence have been
generated.

144




0g-26-2005

1 ALY, INFORMATION COMTAINED CLASSIFIED BY 65179 DMH/KEIS05-ov00545
o R . : HEREIN I3 UNCLASEIFIED EXHCERT EE& 1.4 (o)
o (Rev.01-31-2003) WHERE SHOWHM OTHERWLEE DECLASSIFEY ON: (08-26-2030
FEDERI-.BUREAU OF INVEST'\TION
Precedence: ROUTINE Date: 03/18/2004 g%?:’
N
To: FBIHQ Attn: Office of General Counsel
Investigative Law Unit
beé
Room 7326
b7C
| b2
From: — b7E
Contact: ADC| Ext.l b
bé
Approved By: | Fyb\/ .
‘ b b7C
Drafted By: | Lja b7C

21
Case ID #: 66F-HQ-C1364260 . (Pending) §/24
66F-HQ-C1384970 (Pending)

Title: USA PATRIOT ACT
SUNSET PROVISIONS

bz

Synopsis: response to Patriot Act survey.
b7E

Reference: 66F-HQ-C1364260 Serial 5
66F-HQ-C1384970 Serial 7564

Details: A canvas was conducted of all counterintelligence
and counterterrorism squads regarding the provisions of the
USA Patriot Act which are subject to the sunset provisions.
The following details the results:

Voadicma Madl (Qart TN OﬂQ\J

5

bl

15 a VallUdbDle LOOL{ LIl all cllielgellcCy sLLULUAULLOIL OClOLalllllily a b2
search warrant would be much fastfg;zm_lgwnlim_nba.u] b7
obtaining an emergencv Title ITT .

Thel |

\ | bl
‘iE] ‘ij b2

this 1s a crucial provision Ioxr Prior to the

USA Patriot Act a great deal of manpower was used obtaining b7E

SEDRET




1 SECRET
|

To: FBIHQ From:|
Re: 66F—HQ-C136426‘ 03/18/2004

° .

b7E

search warrants foMﬁiMﬁMiCh
are located in the

still spends a great deal of time serving process for other
divisions, however, it is nothing like the days after 9/11
when SAs were required to draft and swear to affidavits for
all the other divisions.

el oot ez DNioolaoonrac [(Comt1a1 2172) I

bl

5] .

| This provision is essential P78
to[ |for the same reasons as stated above. Due to
the number of communication carriers in the division, it is
imperative that we are able to request this type of

information from communications carriers in an emergenc iﬂﬁ b1
situation.
b2

Inforymat1onm Chgrdmer (Qootq o 203(b &(d -

b7E
A con81derab1e amount

@5 been shared, but to this date[ |
investigations have generated

information pertinent to any CI or CT investigations.

However, due to the new 315 classification and the removal of
the wall between the criminal and intelligence worlds, it is
imperative that information be permitted to flow in both
directions.

Intercenting Commuinications of Commiter Tresnacaera
(Section 217) A : bl

Al t hougrmr,—mosT—oT] m |: S:l b2

cases nav [ T€ Is anticipated that

it will occCUr—TIrTIIE ISar I[UCULE. b7E

Expanded Predicates for Title TTT (Sectiona 201 &

202) -|

L 1o VCLY J.lllPUJ_ Lallil. Liladal all LOULS DE |: E :I bl
g 1 e fight against terrorism. _At this tim b2
FISA is primarily being used to obtain ELSUR on
IT subjects, however, it is crucial that the FBI have the
ability to neutralize terrorists where the danger they pose
outweighs the value of the intelligence that we maybe able to
collect. Title III is an excellent investigative tool that
should be available in the fight against terrorism.

b7E

Poving EFTCA Quivwvueoillanca (Camtdan 2020 I 5
L—.ﬁ )

" R
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. R —. " i
.o To: FBIHQ From: |
Re: 66F—HQ—C136426. 03/16/2004

b2

bL78

“igh bl

| New Standard for FISA Pen/Tran (Section 214) -I I

TIITS Cecnnigue nas provided colnracts ror i h
potential assets and has aided in developing the subject's
personal profile. However, this is a under utilized technique

b1
due to the length of time it takeg to obtain, most agents wait
and romicogt o BTAQR |

b2

| b7E
Change "Prim P ose" Sta rd f E
ot doan 218a)
— WEVET, S reTon— (8] ¢
has aided in obtaining the majority of IT FISAs. It is
necessary to maintain this provision in order to continue
investigating counterterrorism under the 315 classification.
New Sitandard for Rugainogg Rocardg nndaor TTICH
(Section 215) -
bl
1a) b2
b7E
L & 4




. ALL INFORMATION CONTAINED
(R'cv,ol-3}5-2003) . HEREIN IS UNCLASSIFIED EXCEDT

® B ‘ WHERE SHOWHM OTHERWLEE
FEI@RAL BUREAU OF INVESTIGA
Precedence: ROUTINE Date: 03/18/2004
To: General Counsel Attn: Investigative Law Unit b6
l ]
Room 7326 b7c
b2
From:| |
Legal Unit PIE o
Contact: CDC| | e
Approved By: ar DATE: 089-03-2008 bC
CLASSTFTED BY AR179 DMHS TR
J b6 REASON: 1.4 (o)
DECLAZSIEY QN: 09-09-2030
Drafted By: | b7C
7 05-CV-0845
Case ID #: 66F-HQ-C1364260 ~  (Pending)
66F-HQ-C1384970 _ P
§155
Title: USA PATRIOT ACT
SUNSET PROVISIONS
Synopsis: Summary of benefits| | has received
from various provisions of the USA PATRIOQT Act. b2
Details: The following provides statistics, examples, and b7E

brief narratives summarizing some of the benefitsg the| |
as received from various provisions of the USA PATRIOT

C
‘ Nationwide Search Warrants for E-malil and Assoclated
Records - Section 220 of the Act. See 18 U.S.C. § 2703.

This technigque has been used frequently for e-mail
records. Without it service would have been much more time
consuming and less successful.

| | During this investigation, FISA coverage was

corducte O approximately one year. A gignificant part of the
. i e-mail accounts

Part of the success and ease of b74

initiating this coverage hinged on this provision. Each of the e- ,

mail providers were located in a different part of the country.

If this provision were not in place, this coverage, which was bR

deemed urgent at the time of initiation, would have been

dramatically hindered and crucial intelligence lost or delayed.

Information Sharing - Section 203 (b) & (d) of the Act.

SEDRET




fo: GCeneral Counsel From: | | .
Re: 66F~HQ-C13642(‘ 03/18/2004

Generally speaking we are now able to discuss our cases
with other agencies much more freely. This has streamlined and b2
greatly facilitated our investigations.

1qqd |66215 (Closed)/

|Investigation revealed subJeCT CO De a CoIl-

b2

b7E

|z

M WIIO was primarily raising money for his own personal benefit.
However, investigation also revealed subject was engaged in

various criminal activities. Sections 203 (b) and 203(d) were

utilized in allowing information from the criminal case to be

shared with the intelligence investigator. The intelligence
investigation produced an enormous amount of intelligence,

including information received from several foreign intelligence
services. Section 218 and Section 504 were utilized to share the
pertinent parts of that intelligence with the criminal

investigator, as well as the federal prosecutors. Without all

three of these provisions, both the criminal and intelligence
investigators would have been conducting simultaneous and

parallel investigations, without the ability to have a complete
pilcture of the subject, thereby, resulting in lengthy and

duplicative investigative efforts. As a direct result of these
enabling provisions of the USA Patriot Act, the subject was

ultimately convicted on the criminal charges and, consequently,
deported from the United States. However, prior to subject's b2
deportation, subject provided a tremendous amount of valuable
information which has been used in approximately a dozen
[:::::;:]investigations alone, plus an additional half dozen cases
in other divisions across the United States.

b7E

| The information sharin ortion of the act has
impacted the effectiveness of the | which
participated in the referenced case which involved threat

mailings. The ability to share information has enriched FBI b7E
liaison with State, Local and other Federal agencies, resulting
in better relationships.

b2

When events broke in this case requiring JTTF response,
the ability to organize an action plan among the agencies was
greatly enhanced. A level of trust resonated among investigators
which resulted in a style of teamwork imperative in the first few
days after the threat mailings. The ability to share information
relieved the case agent from being overwhelmed, and allowed for a
much more effective investigation.

| | This is an investigation of an increasingly

[ |organization, with its leaders in the
United States advocating and preparing for violence. In recent
yvears, radicals have infiltrated the group's leadership in the US
with several key members advocating violence. | |

b7a

2
SERRET
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b2

To: General Counsel From:

| L7E

Re: 66F-HQ—C13642% 03/18/2004

|this threat would be difficult to

combat given the respect and legal protections the group enjoys

in the US and overseas.

Information sharing witd |

and

15 essencia 0 I 1YL jects'

associates, travel, and activities in support of this

organization.

In this case, we opened a parallel investigation

on the criminal side. Subpoenas were used for financial
information and NSLs for toll records. Previously, we would have
had difficulty sharing the NSL results with the criminal side.
When we obtained pertinent information from the criminal side, we
had to send an NSL for the same information in order to use it
for the intelligence side, duplicating voluminous work on the
part of the Bureau and the service provider. Also, the criminal
case agent would not have been apprized of significant
developments on the intelligence side of the case. Recently,

| The criminal case agent

would not have been in a position to assist us if he had not been

fully briefed in on the case.

Due to the criminal agent's work,
a valuable source was successfully recruited.

Due to the complexitieg inherent in this
terrorism investigation, this case hasg heen a doint pFFnrr

n the fallowing acenriea.

ERT

These cases involve | |

The purpose of the 1nvesgtigation 1s to determine 1f these
businesses and/or their owners/employees are forwarding funds
overseas in support of terrorist activities.

The Information Sharing sections of the USA Patriot Act

have been critical in that the investigation is being conducted

| Intormation sharing between

the FBT and these agencies has been instrumental in identifying
subjects, conducting surveillance and obtaining various records.

Due to these Patriot Act provisions,

be shared which greatly affects the utilization of resources and

the focus of the case.

intelligence information can

b7A

b7a

b7A

b2

b7a

b7A
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To: QGeneral Counsel From: | bR
Re: 66F—HQ—C13642“ 03/18/2004

bl

b7a

5

| This investigation was initiated based on

information sharing between intelligence agencies, and
FBI. This aspect of intelligence sharing between agencies in the
intelligence community has been a_tremendous asset in this
investicgation, particularly withl] |

At the outset of this investigation, a parallel
criminal investigation was initiated, which at the time was still
under the mandate of the previous guidelines which forbid
information sharing between intelligence and criminal
investigations of the same subject. This was an excellent
opportunity to witness the difference between the guidelines when
a "wall" existed and the new guidelines where the "wall" was
removed between criminal and intelligence investigations. Under
the criminal investigation, subpoenas were issued for toll
records and financial information. Since this was during the
"wall" period, the criminal agent and the intelligence agent
could not and would not be in the same room while there was
information received as a result of the subpoenas. Likewise,
when intelligence information was received from a linked FISA
investigation, the criminal agent would remain completely unaware
of the new intelligence which could aid in the direction of the
criminal investigation. The AUSA assigned to the investigation
was particularly uncomfortable with the investigation for fear of
violating the guidelines of influencing the intelligence
investigation. This placed the AUSA in a precarious position:
needing to know all the information from both aspects of the
investigation and yet not wanting to mistakenly report
information from the criminal agent to the intelligence agent and
vice versa. The "wall" procedures hindered the investigation of
terrorism cases tremendously.

After the "wall" was removed, the difference in the
investigation was obvious and significant. Meetings between the
USA, AUS2, intelligence agents, criminal agents were regular and
productive. This allowed a team aspect to investigations between
the USA's office and the agents in the field.

Practical aspects of information sharing involved less
repetitive effort duplicating information. An example of this
would be information from subpoenas and National Security Letters

4

SECRET

b2
b7a




- e

b2
. To: General Counsel From: | | -

Re: 66F—HQ—C13642‘ 03/18/2004 .

(NSL) . Before, the criminal investigation could not have any
information gathered as a result of a NSL and likewise with
intelligence investigations having information gathered from a
subpoena. This required two documents to be issued per one piece
of information.

Since the implementation of the new provisions,
information from this investigation has been shared with several
other FBI field offices which has resulted in an expanded picture
of potential terrorist activities within the United States. This
provision is crucial to the ongoing effort against terrorist
threats to the United States.

New Standard for FISA Pen/Trap - Section 214 of the

Act.
b7A
b2
BTE
b7A
| The old standard of ‘'"specific and articulable
fTacts™ that the line was used by an agent of a foreign power was
changed to a relevance to terrorism standard.] ]
b7A
b2
b7E




SEBRET

. To: General Counsel From: -
Re: 66F—HQ-C13642‘ 03/18/2004

Changes to "Primary Purpose” Standard for FISA -
Section 218. Section 504 amended FISA to allow personnel
involved in a FISA to consult with law enforcement officials.

b2

b2

281F] les686: Information was shared from the case agent in the  b7E
above referenced 199Q] |66215 investigation under Section 218
and Section 504 with the criminal investigator and federal
prosecutors to convict one of the subjects of this investigation.
Having the criminal side fully apprized of all of the
intelligence was of great benefit as this helped in the
coordination of surveillance and the interviews of certain
individuals connected to this investigation. After completing
his sentence in federal prison, this particular subject of this
criminal investigation will also be deported from the United
States. All of this was facilitated by the sharing provisions
under the USA Patriot Act.

bl
E :I b7A
b6
Section 218 has enabled the intelligence b7C
TECEIVET L TOM & roriegn intelligence/security agency regarding
subject to beé shared with federal prosecutors both in two
Divisions. This is an ongoing investigation.
This intelligence investigation was opened based
solely on intormation provided by the subject of above referenced
closed 1999Q 66215 investigation. This information alleged the b2
b7E
| Through the coordinated etfforts ot
various divisions and resident agencies, information was received b7A
from several foreign intelligence services regarding subject. b6
This intelligence included information about | |
b7C

As a direct result of being able to share this intelligence under
Section 218 and Section 504 of the USA Patriot Act with other
agencies involved with this investigation, | |

| | Without these rererenced provisions of the USA Patriot
Act, this coordinated investigative effort between a multitude of
various federal, state, local, and international law enforcement

6
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SE&ET

".To: GQGeneral Counsel From:

b7

Re: 66F—HQ—C13642' 03/18/2004

agencies would have been much more difficult with possibly a much
different result.

The changing of the FISA standard from a "primary

purpose" to "a significant purpose" has had a dramatic impact on
terrorism cases and this particular investigation would not have
been possible without this change. This investigation centered
onl |

| The FISA coverage of the subject wag initiated

after intelligence indicated that |

| This

information would fall primarily in the criminal aspect of a
terrorist attack and negate the "primary purpose" standard for
FISA coverage since the purpose was not to gather intelligence
but to use the criminal justice system to stop a terrorist
attack. As a result of the changing standard, FISA coverage was
initiated and further information was gathered to accurately
assess the threat.

New Standard for Business Records under FISA - Section
215.

[We have obtained |NSLS for records from ab72

b2

b7E

b7A




5 T

U +To: General Counsel From: |
Re: 66F—HQ—C13642. 03/18/200% b7D

v

b2

LEAD(s) :

Set Lead 1: (Info)

GENERAL COUNSEL

AT WASHINGTON, DC

Read and clear.

*




ATLL INFORMALTICON CONTLTMNED
HEEREETIN T3 UNCLASSTIFIED

DATE 08-15-2005 Y 65175 UMH/KJ/O0S-cv-0843
(Rev. 01-3122003)

g reperM® BUREAU OF INVEST@ATION
ﬁg bé ¢
Precedence: PRIORITY Date: 03/18/2004 b7C
To: General Counsel Attn: Investigative Law Unit
attn: | | Rm 7326
From: | b2
CDC b7E b2
Contact: SSA | | | e
Approved By: | b7C
b6
Drafted By: mrs b7C
Case ID #: 66F—HQ—C1364260'}4(Pending) ’
66F-HQ-C1384970-34 S
Title: USA PATRIOT ACT
SUNSET PROVISIONS N
Synopsis: Providing OGC, ILU with information concerning
provisions of the Patriot Act subject to the Sunset Provision.
Reference: 66F-HQ-1085160 Serial 57
66F-HQ-C1364260 Serial 1
Details: A suxrvey conducted among the Supervisory Special
Agents in thd | division indicate that, by far,
the most important and utilized provision of the Patriot Act
has been the delegated authority to the field to utilize NSLs
in appropriate investigations. Also the ability to share
information between intelligence investigations and criminal B2
investigations has proven invaluable. e

As to the specific igid of the Patriot Act
subject to sunset provisions[fffzif;zirhas no anecdotal or
gtatistical information to provide




e

o

Re:

General Counsgel From:

66F—HQ—C13642‘ 03/18/200Z

LEAD (s) :

Set Lead 1: (Info)

*

GENERAT. COUNSEL

AT INVESTIGATIVE LAW UNIT

Read and clear.

b2
b7E




(Rev. 01-31-2003)

@ RAL BUREAU OF INVESTIGAION -
%‘3

¢ b6
Precedence: ROUTINE Date: 03/16/2004
b7C
To:c/é;neral Counsel Attn: | |
' Investligative Law Unit
From: | o2
Legal Unit b7E b2
Contact: SSA| , cbc, | b6
A
— ALL INFORMATION CONTATHWED b7C
Approved By: HEREITM IS8 UNCLAESSIFIED
b6 DATE C9-09-2005 By £517% DMH/EM
Drafted By: | Ldlk
b7C
Case ID #: 66F-HQ-C1364260-3S 05-CV-0845
66F-HQ-C1384970- %IS!
66F-CI-A71844 - |33
Title: USA PATRIOT ACT
SUNSET PROVISIONS
Synopsis: To report the | luse of USA Patriot
Act sunset provisions as requested in referenced EC. o
Reference: 66F-HQ-C1364260 Serial 5 b7E
Details: To report | |[positive use of
investigative tools provided by provisions of the Patriot Act,
subject to a legislative "sunset" clause.
Information Sharing ( Section 203) Marc 4. v ri
to Joint Terrorism Task Force agents to b2
| b7E
6
SUSPpTCCrCTO 3% TUII TaIrIsSer . Iy P LoV Iue crrcumstorrcral evidence
of suspect materially supporting terrorism.
b2
Use of Federal Grand Jury Subpoenas.
Roving FISA Surveillance - Section 206 - The | | b2

I IRA Joint Terrorism Task Force | ] b7E




b2
To: General Counsel From: |

Re: 66F-HQ—C1364‘, 03/16/2004 ' bR
b2
b7E

New Standard for FISA Pen/Trap (Section 214) - This technique has
been utilized multiple times within our district. Information

from this technique has led to discovery of other suspects.
Other investigations are ongoing. This investigative tool has
been used with electronic communications | | b2

| b7E

Changes to "Primary Purpose"” Standard for FISA( Section 218) - amended under
Section 504 - coordination w/ law enforcement under FISA. - FISA
information is shared routinely with all cleared personnel
involved in the Joint Terrorism Task Force.

New Standard for Business Records under FISA ( Section 215) - thel | e2

b7E

The following sections are not listed in the referenced EC, but are included due to their
value to investigators:

Scope of subpoenas for records of electronic communications (Section 210) - the

. ) . b2
foutinely uses Grand Jury Subpoenas to cover leads and further investigate

suspects in Joint Terrorism cases. Thg Erocesses approximately 10 National °"*
Security letters per week, covering ECPA, RFPA an .

Modification of authorities relating to use of pen registers and trap and trace devices
(Section 216)
b2

November 2003 Pen's initiated onl l

b7E

Investigation by Joint

1erTOrLG ldaSKk POYXCe COIULINULNY.

Defendant | |is charged in a federal criminal
complaint in [with Unlawful Flight to Avoid Prosecution
(UFAP) . He was charged by local authorities with trafficking in
marijuana, possession of marijuana, and conspiracy. There is
also a federal investigation open for making threatening

b2

communications. | bTE
b6
| | I-Louisville, p7e
Ky., and] | Dallas, Texas.) The PATRIOT
Act allowed us to obtain t n/tr r f i

judge in our district for

[ This saved a




To:
Re:

great deal of time and meant that we did not have to involve

AUSAs

General Counsel From: |

66F-HQ—01364:., 03/16/2004

from two other districts.

remains a fugitive.

b2

b7E

bé

b7C

bl
b2
b7E
bé
b7C

b7A




| b2

To: General Counsil From: | b7E
I

Re: 66F-HQ-C1l364 03/16/2004 .

LEAD (s) ¢
Set Lead 1l: (Info)

GENERAL COUNSEL

AT WASHINGTON, DC

Read and clear.

*"




DATE: U5-29-20U05
SE ET FET IMEC. ’
4 ] AR ) U/ KT 0E~rr—1 545
ATT, TNFORMATTON COMTATNED CLAZSIFIED BY &517% DMH/EJS05-cw-0845

o J— i REASCH: 1.4 (o)
Rev. 01-31 _2003) HEREIM I& UNCLASSIFIED EXCERT o~ S ETEY (- T T e
( WHERE SHOWH OTHERWISE DECLASSIFY OM: 0O0-29-2030

reDERS). BUREAU OF INVES @3ATION

-

‘g;%
Precedence: DEADLINE 03/19/2004 Date: 03/17/2004 e
To: General Counsel Attn: ILU, Room 7326 b7C
Attention: | |
From: B2
Squad 2
Contact: SSA 7 | | b2
i bé
Approved By: | r$l¥&ﬁ(/ bIC
bé
Drafted By: | |a
. B7C
Case ID #: 66F—HQ—C1364260};é.
Title: TUSA PATRIOT ACT
SUNSET PROVISIONS oo
Synopsis: To provide a brief narrative summarizing | hse b7E
of several authorities implemented by the USA Patriot Act which are
subject to sunset provisions. Referenced lead covered.

Reference: 66F-HQ-C1364260 Serial 5

Details: Above referenced communication requested offices to provide
the Investigative Law Unit (ILU), Office of the General Counsel
(0GC), with "statistics, good examples or anecdotes, or at the very
least, a brief narrative summarizing the benefits the office has
received from the provisions...."

b2
To that end, provides the following information:

b7E

1. Voice Mail - Section 209 of the Act permits law enforcement to
obtain a search warrant or court order for vcice mail messages
maintained by a communications provider under 18 USC 2510 or 2703.

Lﬁ#ﬁﬁ I """ 2 f-’ho.uh thls """ |: S :I
investigatlive tecHhmnigue [ o e

valuable tool. 1In an emergency situation obtaining a search
warrant would be much faster and less complicated than bl
obtaining an emergency Title III.
b2
bTE




bl
b2

b7E

bl
b2

b7E

SEREET

To: General Counsel From:
Re: 66F-HQ—C1364;‘, 03/17/200%

b2

bE

°

b2

2. Nationwide Search Warrants for email - Section 220 of the bE

Act permits the issuance of search warrants with nationwide
jurisdiction to an electronic communications service provider
under 18 USC 2703.

4

el

3. Voluntary Disclosures by ISPs - Section 212 of the Act
permits communications providers to voluntarily disclose the
contents of communications to protect life or limb or their rights or

property. b1

18 oo

4., Information Sharing - Sections 203 (b) and (d) of the Act
permit the sharing of information between criminal and
intelligence investigations.

5]

| FLSA coverage oOn a close assoclate provided

invaluable information on the first subject, in particular the timing
of his arrest, as he was in the process of leaving the country on

extremely short notice (the arrest was made at the airport.) The IT

subject ultimately pleaded guilty to a White Collar Criminal charge, ,,

was denaturalized, and deported out of the country. can
E

provide a more detailed, classified, case review upon request.

5. Intercepting Communications of Computer Trespassers -
Section 217 of the Act permits a computer owner/operator
to provide consent for law enforcement to monitor the

activities of a computer trespasser. bl

b2

b7E

(8

6. Expanded Title III Predicates - Sections 201 ang 202 of the
Act permit the use of court authorized electronic

surveillance (i.e. a Title III) in investigations involving
chemical weapons (18 USC 229), terrorism (18 USC 2332a,

2332b, 2332d, 2339A and 2339B) or computer fraud and abuse

(18 USC 1030.)

18

SERRET




SEGEET
I

| b2

To: General Counsel From: .
Re: 66F—HQ—C1364', 03/17/2004

‘ "’ bl

b2

7. Roving FISA Surveillance - Section 206 of the Act permits b7E

roving surveillance where the target is attempting to thwart
electronic surveillance. ey

| However, | |
antITIpares T IIICrEaced UsSe Or CNIS Importanc authority to combat
the increasingly sophisticated trade craft employed by IT and FCI

subjects. b7E

8. New Standard for FISA Pen/Trap - Section 214 of the Act
authorizes a FISA Order for a pen register or trap/trace based upon
the standard that such is relevant to the investigation.

bT7E

9. Changes to the "Primary Purpose" Standard for FISA Court
Orders - Section 218 of the Act authorizes the issuance of a FISA
Court Order where foreign intelligence gathering is a "significant
purpose" rather than the "primary purpose" for the Order.

This provision along with the infermatrion sharing provisions are
the cornerstones of the PATRIOT ACT. has had great success
in the sharing of FISA information to assist members of the
Intelligence Community (IC) as well as other criminal agencies, and
the US Attorneys Office. In one particularly noteworthy example, the
subject cf a two year long FISA was subsequently arrested on a

weapons charge stemming from an incident that happened prior to b2
9/11/01. 1In preparation for the trial, | | B7E
coordinated closely with the AUSA's office to identify potentially
useful FISA cuts in preparation for a trial. While the subject

ultimately pled guilty prior to trial, significant time and resources

were committed to reviewing the FISA cuts in _preparati
coordinating a unified strategy between tje| | the
AUSA's office and the arresting agency. | can provide a
more detailed, classified, case review upon request.)

10. New Standard for Business Records Under FISA - Section 215
of the Act permits the issuance of a FISA Court Order for
record production where the information is relevant to
an investigation. T

hgain, however,[::::]
considers this authority to be extremely valuable, in

particular when the use of a National Security Letter (NSL) is not
authorized or appropriate. bl

bz

bLIE

EE;:QET
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SERRET

To: General Counsel From:

Re: 66F—HQ—C1364‘, 03/17/2004

LEAD(s) @
Set Lead 1: (Info)

GENERAT, COUNSEL

AT WASHINGTON, DC

Read and Clear.

*

b2

b7




- -ATFL IMEFORMATION CONTATHNED

HEREIN I8 UNCLAESTIFIED EXCEET iy DATE: 08-28-200%
WHERE SHOWN OTHERWISE E; Efl- CLASSTFTED BY #5179 DMH/EJ/U5-cv-0845

REASON: 1.4 (o)
(Rev. 01-31-2003) DECLASSIFY ON: 08-29-2030

FEDER{))- BUREAU OF INVESJJBATION

Precedence: DEADLINE 03/19/2004 Date: 03/18/2004
V/ﬁ%: General Counsel Attn: Investigative Law Unit |
b2
From: | |
Squad 1 . BTE b€

Contact: CDC| | b7C

Approved By:éﬂ |

Drafted By: l |£4\/ 9-//} b6

b7C
Case ID #:V66F-HQ-C1364260 (None)
66F-HQ-C1384970 (None)

Title: USA PATRIOT ACT
SUNSET PROVISIONS

nopsis: To vide a brief narrative summarizing benefits
has received from specified provisions of USA 2

PATRIOT Act. bTE
Reference: 660F-HQ-C1364260 Serial 5
66F~HQ-C1384970 Serial 7564

Details: Field offices were requested to provide OGC with
statistics, good examples or anecdotes, or at a minimum, a

brief narrative summarizing the benefits the office has

received from the specified sunset provisions of the USA b2
BATRIOT Act. Listed below are the specific provisions bR
scheduled to sunset with brief commentary regarding use by the

b2
Voice Mail - Section 209:

b7E

13

bl Nationwide Search Warrants for E-Mail and Associated Records -
Section 220:

b2

b7E 'aigﬁ

Voluntarv Disclosnres - Section 212:

L

bl
b2
b7E

SE%T




b2
b7E

bl
b2

b7E

SESKET

To: General Counsel From:
Re: 66F-—HQ—-C13642‘O, 03/18/2004 - b7E

Information Sharing - Section 203(b) and (d):

b2

bl

| Some but not all speciilc case examples WJFE%
include the rfollowing: b2
1) In 315Q{__]56983, information was obtained from a criminal
case CW regarding the subject of a foreign intelligence
investigation who was suspected of planning a terrorist act.
Sharing of intelligence information developed regarding the
subject led to the interception, arrest and anticipated

deportation of the subject.
2) | | intellidgence information was shared

b7E

b7Aa

3) In| | pen register information obtained 7R

through a traditional criminal court Order directly supported
a FISA application which has been prepared and forwarded to
FBIHQ.
4) In an intelligence investigation,

information was developed regarding | |

| | This information was b7A
provided to| |

Expanded Predicates for Title III — Sections 201 and 202:-

bl

\igh b2

Roving FTSA Surveijllance - Section 206- b7E

1{3)

New Standard for FISA Pen/Trap - Section 214:

lisy o

Changes to "Primaryv Purpose" Standard for FTSA - Sectijon 278: b7E
4

b

TTT T T CTTITY

TNese applicatlons Inrormatlion obtained tnro&gh traditional

criminal investigative methods has been shared and

incorporated into the application. The FISA application which b2
is pending before OIPR was developed through file number 315N-

6807. bTE




SE‘%T

To: General Counsel From:
Re: 66F—HQ—C136428, 03/18/2004 . b7E

Naow St+andard far Riiginegg Rocnrds 1indery EBTSH — Soctinn 275

bl

b2

ey e




SEGKET
To: General Counsel From:)E;;;::::] b2
Re: 66F-HQ—C1364@, 03/18 R bTE

LEAD (s) :
Set Lead 1: (Discretionary)

GENERAL COUNSEL

AT WASHINGTON, DC

Read and disseminate as appropriate.

*




|

e | ALL THFORMATION CONTAINED
HEREIN I3 UNCLAZEIFIED

AR A5 e 1T A K D5 e DO
(Rev. 01-31-2003) DATE DB-15-2005 BY B5179DMH/EJS/DS5-cv-0845

FEDERM#) BUREAU OF INVESSATION

;@‘% > be

Precedence: ROUTINE - Date: 03/19/2004.
. _ ; b7C
To: General Counsel Attn: | | ILU, Rm. 7326
/ _ b2
From: :
Tontact: | |1 | b7E b2
L : ~ bs
Approved By:\q | e
bé
Drafted By: | |
b7C

Case ID #: 66F—HQ-C1364260'30\01
66F-HQ-C1384970-

Title: USA PATRIOT ACT
SUNSET PROVISIONS

Synopsis: This EC co i uple of anecdotes regarding the
benefits conferred on nvestigatfons by the Patriot Act.

Reference: 66F-HQ-C1364260 Serial 5

Details: While attempting to gather information for a full

response to the referenced serial, could not locate b2
reliable data on the impact that lapsing Patriot Act provisions b7E
have had on investigations, but[;;:::;;:is happy to
report that Agents provided a couple of iq erescting anecdotes.
b2
bé
b7A
b7C
b7E

| This vital information led to tqe issuance of 8
indictments and the seizure of numerous bank and financial
accounts totaling neaxrly $600,000.00.

Since the enactment of Section 504 of the Patriot Act,
gents operating FISAs have been able to use
intelligence generated therefrom to agsgist crimipnal Agents and
criminal AUSAs in prosecuting the |case. Foreign P78
intelligence information, e.g. travel infcrmation, collected
through use of FISC-authorized electronic |surveillance in the

b2




A,

To: General Counsel From: [ 1]
Re: 66F-HQ-C136424gy 03/19/2004 . bR

cages involvinal i |
and | | b7A

[Ras aided the criminal investigations and

subsequent prosecutions of these subjects. beé
b7C

IfE;:;;;:gjlearns of other relevant anecdotes, it will.
provide them TO e lnvestigative Law Unit immediately. b2
b7E

*




s ‘e . SggEET DATE: 08-22-2005

CLAZSIFIED BY 65179 DMH/RIS05-cv-0845
(Rev. 01-31-2003) REAZON: 1.4 (<)
=Y

ALL INFORMATION COMTATNED DECLASSIFY OM: 08-29-2030
HEREIW I& UNCLASSTIFIED EXCEPRT SE ET .

WHERE ESHOWH OTHEEWIZE

FEDERAL BUREAU OF INVESTIGATION

v@"\

Precedence: ROUTINE Date: 03/19/2004
To: pGeneral Counsel Attn: V{;vestigative Law Unit b6
Room 7326 b7c

From: | b2

Sguad I - Chief Division Counsel (CDC) bE

Contact: | |—|

— b2
Approved By: 7% e b6
. b7C
Drafted By: | 5 b7C
Case ID #: (U) 66F-HQ-C1364260 (Pending)'\s/ b7A
(U) | ﬂPending)wéQIi
Title: (u) USA PATRIOT ACT
SUNSET PROVISIONS
Qunangige a1y Thie communication reports examples of the b2
use of portions of the USA Patriot Act b7

WITICII WIlIl sSunscce 11 2005. E

&Q (NI eri rom : =

sify On:

Administrative: (U) Reference is made to the 02/27/2004
electronic communication (or EC) of the Office of the General
Counsel.
Details: (U) The following are examples of the] | b2
[ juse of portions of the USA Patriot Act which will
sunset in 2005: b7E

(U) Nationwide Search Warrants for Email and
Agsociated Records

—

(13

(m Information Sharing

bl

b2
SECRET

b7E

SECRET




bl
b2

b7E

SEDRET
sPekET

To: General Counsel From: | | . b2
Re: (U) 66F-HQ-C1364260, 03/19/2004 bTE

:E5(: The referenced EC requested specific examples

relatring to Sections 203(h) and (d) of the USA Patriot Act. y b7E

[ BUC T rollowing is

oIrfered:

|

Relevarc x‘igh

information developed in the criminal investigations was shared
with those in charge of the international terrorism
investigations, and vice versa.

oy . .

- The Joint Terrorism Task Force

(JTTF) estéblished liaison with the U.S. Department of Education

and the IRS - Treasury Inspector General for Tax Administration.
(-

The Department of Education offered to share
informatioh regarding foreign students under the provisions of b2
the Patriot Act, provided that the requesting JTTF member attests .o
that terrorism may be involved. Information available includes
extensive background data concerning students who have requested
grants. To date, two requests have been submitted to the
Department of Education. These requests are pending.

iUW“ZEﬁ: The JTTF received a similar offer
from IRS - Treasury Inspector General for Tax Administration to
share information regarding potential terrorist subjects.
Information includes a query of a threat database maintained
regarding individuals who have expressed anti-government

sentiment, specifically tax protesters. Information to be shared
is limited to whether an individual poged a possible threat, or
did not pay taxes based on anti-government beliefs. This

information is most useful regarding domestic terrorism cases.
To date, two requests were been submitted, but both yielded
negative results.

(U) Roving FISA Surveillance

< )

T W Sl r o TOL T I Tl Tt ar
bl
SEERET
b2
2
b7E

SBVRET




5 ET
e e

To: General Counsel From: | | . b2
Re: (U) 66F-HQ-C1364260, 03/19/2004 b7E
bl
:><: *xighbz
b7E

(U) Changes to "Primary Purpose'" Standard
for FISA

% I

bl

b2

b7E




. . SEBRET

To: General Counsel From: | . b2
Re: (U) 66F-HQ-C1364260, 03/19/2004 b7E
LEAD(s) :

Set Lead 1l: (Discretionary) .

GENERAL COUNSEL

AT WASHINGTON, DC

(U) For information and discretionary action.

144

SE%T
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. SEEeRET

(Rev. 01-31-2003)
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 03/19/2004
To: General Counsel Attn: | . |
Investigative Law Unit b6
Room 7326
International Operations Attn: SSA| | 10U-ITb7c
b2
b2
From: , | .
b7E Contact: | | N b6
Approved By: | ﬁ/lﬁ/ {x b7C
Ly !NE"(J,‘%M}‘%‘,‘If.]f"dv’f.ff.Jf"-l‘l‘AlN}*I;J b6
. HERETH I3 UNCLASEIFIED EXCEPRT
Drafted BY: | Il{.mhr WHEEREE SHOWH ;THEEWISE
b7C
Case ID #: 66F-HQ-C1l364260 (Pending) J22
DATE: 08-15-2005
Title. Uusa PATRIOT ACT CLASBIFIED BY £517%9 DMH/KJI/0L-cv-0845
° REAFZON: 1.4 () :
SUNSET PROVISIONS DECLASSTEY ON: 08-15-2030

Synopsis: To provide examples of use of Patriot Act provisions.
Lead covered at

b2
Reference: 66F-HQ-C1364260 Serial 5 b7E
Details: | has utilized provisions of the Patriot Act bl

as it relates to e-mall communications | |

(1E8 ore

| |These cases involved the utilization of Hotmail and/or
anoo accounts by Subjects for the purpose of communicating with
victims or the families of victims.

| || contacted the U.S.
Department of Justice (DOJ) Office of International Affairs tfiﬁ) b2
and Computer Crime & Intellectual Property Section (CCIPS).

I | 2703 (f) preservation letters were submitted, b7E
subsequently 2703(d) letters were drafted and submitted by DOJ.
Ijlinvolved the utilization of Hotmail a mliql for

communication betw ' in ad omicide
investigation. both Hotmail and Yahoo were
utilized in an attempt to extort funds from the Argentine

subsidiary of a large United States accounting and financial
gservices firm.

a kidnaping was resolved,; and
a victim rescued, as a result ot the voluntary release of non- b2
content Hotmail e-mail data by MSN. In this investigation, MSN

b7E

(TS €S

SRERET




kY
V.
*

To:
Re:

SB{EET —

General Couns rom:

/
66F-HQ-C13642 03/19/2004 ‘

based attornevs wo

SEXEET

ked in conjunction with

5l

bl
b2

b7E




\ SMT

To: General Couns E‘rom:l | é b2
Re: 66F-HQ-Cl3642 Yy 03/19/2004 4 bTE

LEAD(s) :
Set Lead 1: (Info)

ALL RECEIVING OFFICES

For information.

(27




S ET ATL THFORMATTION CONTATMED
HEREIN IZ UNCLAZEIFIED EXCERT

(Re¥® 01-31-2603) WEERE SHOWN OTHERWISE

FEDERA{) BUREAU OF INVESTj=ATION

Precedence: DEADLINE 03/19/2004 Date: OB/l&éﬁ@p4
To: General Counsel Attn: _ILU. Room 7326 :
From: b2
UL
Contact: b7E

DATE: 09-12-2005

bé

b7C
b2

b6

Approved By: >’_§_ﬂ\l LLﬁIPITDf}lC?bLu o/ k7 BTC
DECLASEIFY OM: 09-12-2030 bé
Drafted By: | |
- b7C
23 , 05-Cv-0845
Case ID #: 66F-HQ-C1364260~ ~ (Pending)
Title: USA PATRIOT ACT
SUNSET PROVISIONS
Synopsis: Response to OGC request for information on Patriot Act
utilization.
Reference: 66F-HQ-C1364260 Serial 5
Details: The has had the opportunity to b2
utilize varicusS Patriot AcCt provisions, most frequently, by bIE bl
taking advantage of the new legal standards related to FISA
techniques. b2
b7E

|05

The new information sharing capabilities has allowed
the| to share important information with the

intelligence community, most notably in the following cases:

el

b2

b7E
bl

b7a

bé

bl

b7Aa

,_
IS 7908, ¢

b6

b7C




SEXRET

Td: General Counsel From: | | b2
Re: 66F—HQ—C1364266 03/18/2004 b7E

IS

6
b7C
The Patriot Act has also allowed information sharing
batwaan rha sxdimainal dnvacktigation and intelligence investigation bl
\Eﬂj b7A
A nationwide search warrant for_electronic bé
communication records was utilized in ths L2
investigation, providing for more efficiellt USE Or InvestlIgative b7¢C
resources.
bl
bé
b7C




SEXRET

Tc*: General Counsel From:

Re: 66F—HQ—C136426“ 03/18/2004

LEAD (s) :

Set Lead 1: (Info)

GENERAL COUNSEL

AT WASHINGTON, DC

Read and clear.

127

SEAEET

b2

b7E




- ; { ALL INFORMATION COMTAINED

HEEEIMN IS UNCLABRIFIED EXCEPRT

o DATE: 08-15-2005
Rev. 01-31-2003 WHERE EHOWH OTHERWIEE
( ) CLASSIFIED BY 65179 DMH/EJ/0S-cv—0845
' E EASON: 1.4 (o, d)
S T CLASSIFY ON: 08-15-2030

FEDERAL BUREAU OF INVESTIGATION %G

o
- b6
b7C
Precedence: ROUTINE Date: 03/19/2004
To: General Counsel Attn: | | ILU
Rm. 7326
From: | | b2
Squad #1 b7E b2
Contact: l bé
j
b7C
Approved By: | WK
bé
Drafted By: 0
~ 24 b7C
Case ID #: (U) ¥ 66F-HQ-C1364260  (Pending)
(U) 66F-HQ-C1384970” (Pending)
$ibT
Title: USA PATRIOT ACT b2
SUNSET PROVISIONS
b7E
Synopsis: (U) The| | is providing examples
of utilization of USA Patriot Act provisions.
(SECRET) DerX om : Multiple Sou
See Classificati Tity Reference
Section.
sify On: X1
Classification Authority Reference: ES(}iUﬁ
Details: (U) Reference FBIHQ (ILU,OGC) EC to All Field Offices
dated 02/27/2004.

(U) The referenced EC requested that each field office
provide statistics, examples or anecdotes, or a brief narrative
summarizing the benefits which the office has received from the
use of specified sunset provisiong of the USA Patriot Act.

b2

(U) Accordingly, the two appropriate[:::jsquads
dealing with FCI/DT/IT and Cybercrime were contacted and the b7E
following information was provided:

o]

/ i)

SE}QET

b2
b7E




~

SEQHET
S%ET
To: General Counse, From: | | ’ b2

Re: (U) 66F-HQ-C1364260, 03/19/2004 LD

(U) The FCI/DT/IT squad had one example each of its
utilization of the Information Sharing provision and the Changes
to the Primary Purpose Standard for FISA. The following are the
examples provided, along with a comment regarding the New
Standard for Business Records under FISA:

(U) I. Information Sharing bl

bé

=L |: 5 :| b7C
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Re: (U) 66F-HQ-C1364260, 03/19/2004
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(U) 1II. Primary Purpose Clause
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To: General Counsel From:. .
Re: (U) 66F-HQ-C1364260, 0371972002 b7E
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(U) 1III. Commentary relating to the New Standard for
Business Records under FISA
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FED.AL BUREAU OF INVESTIGATI“I

Precedence: ROUTINE Date: 03/19/2004
To: General Counsel ATTN: AGC] ] be
Investigative Law U»%i% b7C
From: | | b2 '
Sqgd 2 bTE
Contact: cnc| | b2
” b6
Approved By: | f/" I
Drafted By: | |
'§' b6
Case ID #: 66F-HQ-C1364260° 2°(Pending) e

Title: USA PATRIOT ACT
SUNSET PROVISIONS

Synopsis: To provide Investigative Law Unit with examples of

usafufﬂm_i_u_iunsetted provisions of the USA Patriot Act by
the

Details: Per the request contained in the OGC, ILU EC dated
2/27/2004, captioned as above, the following is a synopsis of b2
ingtances where certain provisgions of the USA Patriot Act, bTE
subject to being sunsetted on 12/31/2005, have been utilized by

Nationwide Search Warrants for E-mail and Associated Records - Section 220 of
the Act enabled courts with jurisdiction over an investigation to issue a search warrant with
nationwide jurisdiction to compel the production of information held by a service provider, such
as unopened e-mail. Previously, the search warrant had to be issued by a court in the district
where the service provider was located. See 18 US.C. § 2703

b2
305C 142731 Nationwide search warrant for AOL. BIE
On April 3, 2003, an FBI agent fron{ l had signed onto

America Online (AOL) in an undercover capacity. The agent had entered the AOL chat room
and encountered an individual using the AOL screen name
[ndicated that he was running a list management program in the chat room and
advised that anyone wishing to join the list should type the words "list me." The Buffalo agent
I_nmedil.ist_m.fiz.nd shortly thereafter received an electronic mail (e-mail) message from
Embedded in the e-mail were nine images that depicted children engaged in
sexual activity. The minors observed in these specific images had been previously identified

thropeh the FRI'c Child Victim Identification Program. The agent subsequently initiated contact o0
witl who then sent three additional e-mails to the agent. Two of the e-mails had ~ ®7¢
an attached file that was a video clip of child pornography. The remaining e-mail again b2
contained embedded images of child pornography. b7E




b2
To: General Counsel  From: |

Re: 66F~HQ—C136426(.O3/19/2004 ' b7E

Based fzn additional investi%?ﬁml:ldemiﬁeﬂ as| |
ma resident of information was provided to] |
which continued the investigation of] |A search warrant was eventually issued for b2
residence, at which time computer and other electronic evidence were seized. In an b7E

interview conducted durnng that search Jadmitted that he had engaged in the distribution

and receipt of child pornography. Forensic examination of the electronic evidence su??oned the

investigation; however, ought to identify any additional evidence tha nay pg
have retained on AOL's server, in e-mail, etc. As such as obtained a search

warrant fol______JAOL account and intends to serve it during the week of March 15, 2004, It b7C
' ol that the warrant to be served upon AOL, located in Dulles, Virginia, will allow

to determine whether additional evidence regarding the distribution. receipt. or
possession of child pornography resides in| ount. In addition| may be
able to identify additional subjects, with who ay have exchanged such images, or
minors, with whon nay have been communicating.
| i 1 rch warrants issued as follows: b2
] o Hotmail and Verisign b7E
| o Catalog.com, Yahoo!, Hotmail, and Verisign
b7A

An international group of "carders" (individuals who use and trade stolen credit
card information) was operating via the Internet using Internet Relay Chat channels and various
fraudulently purchased web sites. The carders needed individuals within the United States to
provide "drop" sites (addresses within the country of purchase to which fraudulently purchased
goods could be delivered for shipment to locations outside of that country).

Nationwide search warrants were used to obtain e-mail communications among
the carders. Search warrants issued o rovided information about the
fraudulent activities of the group including a drop site 1] In addition, e-mail
addresses for other members of the group were discovered. Nattonwide search warrants were

then issued o I) obtain information from the newly discovered e-mail addresses as
well as updating the mtormation from the previously known addresses.

The content produced by the e-mail providers in response to the Nationwide
s resulted in the indictment of the individual operating the drop site located in
The Nationwide search warrants reduced the time needed to have the searches
executed and significantly reduced the number of FBI, U.S. Attorney's Office, and Judicial b7a
personnel required to complete the search warrant process.

Intercepting Communications of Computer Trespassers - Section 217 of the Act
clarified an ambiguity in the law by explicitly providing victims of computer attacks the ability to
invite law enforcement into a protected computer to monitor the computer trespasser’s
communications. Before monitoring can occur, however, four requirements must be met. First,
consent from the owner or operator of the protected computer must be obtained. Second, law
enforcement must be acting pursuant to an ongoing investigation. Both criminal and intelligence
investigations qualify, but the authority to intercept ceases at the conclusion of the investigation.
Third, law enforcement must have reasonable grounds to believe that the contents of the
communication to be intercepted will be relevant to the ongoing investigation. And fourth,
investigators must only intercept the communications sent or received by trespassers. Thus, this

8]




b2
To: General Counsel_ From: | |
Re: 66F—HQ—C136426.03/19/2004 . b7E

section would only apply where the configuration of the computer system allows the interception
of communications to and from the trespasser, and not the interception of non-consenting
authorized users. Additionally, based on the definition of a “computer trespasser,”
communications of users who have a contractual relationship with the computer owner may not
be monitored, even if their use is in violation of their contract terms (i.e. spammers). See 18

US.C.§ 1030(e)(2); 18 U.S.C. § 2510 (20) & (21); 18 U.S.C. § 2511(2)(i). o

Communications of Computer Trespasser Intercepted b7E

An international group of "carders" (individuals who use and trade stolen credit b7A

card information) was operating via the Internet using Internet Relay Chat channels and various
fraudulently purchased web sites. The carders would use proxy servers and free e-mail accounts
to conceal their identities on the Internet. Proxy servers change an Internet users origin IP

address to that of the proxy server such that only the proxy server knows the true point of origin.

Free e-mail accounts can be obtained without providing true identificaty ,
addresses, credit card numbers, etc. One such proxy server was locate and the

\s a result,
_ With P72

consent from the server's owners, all Internet traffic that passed through the proxy port was
intercepted in accordance with the above Patriot Act provision.

Prior to interception, two e-mail accounts were known for the main subject. The
interception led to the discovery of three additional e-mail accounts used by the main subject.
The only connection between the e-mail accounts was that the subject logged onto all of the
accounts around the same time on numerous occasions. One of the newly discovered e-mail
accounts provided a real name and physical address information for an individual in Kuwait
believed to be the main subject. The other accounts provided additional leads that would not
have been possible without the interception of trespasser communications (e.g. one of the other
accounts was commonly used by the main subject in additional frauds making it simpler to
identify the fraud and connect them to the subject).

Any questions concerning these cases mav be directed to ssal ) b2
Sqd. 10 (Cyber) af br SA| |

bé

b7C
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To: General Counsel From:

Re: 66F—HQ—C136426<.03/19/z004 ‘ b7E

LEAD(s) :
Set Lead 1: (Info)

GENERAL COUNSEL

AT WASHINGTON, DC

For information and possible use by ILU in support of
continuing usage of certain provisions of the USA Patriot Act
beyond 12/31/2005.
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Precedence: ROUTINE Date: 03/16/2004 b6
b7C
To: Office of the General Counsel Attn: | |
Investigative Law Unit
Room 7326
From:l | b2
C6/JTTF HE
Contact: SAl bé
DATE: 09-12-200% biC

Approved By: |

CLASSIFIED BY 65179 DMHSKJ

REAZON: 1.4 (C) N
DECLASSIEY ON: 09—13—20532 " bt
Drafted Byif/ |
05-Cv-0845 b7C
Case ID #: (U) 66F-HQ- C136426U’ Pendlng
(U) 66F-HQ- C13849708‘ ending)
Title: (U) USA PATRIOT ACT
SUNSET PROVISIONS
, . 2
Synopsis: (U) Narrative of the benefits the| | b
JTTF has received from certain provisions of the Patriot Act. b7E
(X) -~ U Derx rom - -3
>X< i 3 De ify On=
Reference: (U) 66F-HQ-C1364260 Serial 58
b2
Details: Per the referenced communication, thel |
JTTF %Would cite two significant investigations to support P7E
e renewal of the provisions of the Patriot Act that are
scheduled to sunset on December 31, 2005.
bl
bé
b7C
b2
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To: Office of the General Counsel From: |
Re: (U) 66F-HQ-C1364260, 03/16/2004 b7E

b2

prior to the submission of the request. The new standard under
Section 214 of the Patriot Act of "relevant to an ongoing
investigation to protect against terrorism"” could be
established with the available evidence and the FISA request
was approved within a few months.

iUJ”"”"ES{ Based in part on the data obtained from the pen
registers, the case agent was able to establish that the
subjects were in contact with the subjects of other FBI
terrorism investigations.

(o This new information, combined with other
information, provided a basis for a FISA request to authorize
the interception of communications on the subject's cellular
telephone. This request is pending approval. This
investigation has been transferred to the Miami Division
because the subject moved to Florida.

:><: ; Sh

bl
b7A

b2

< ey b7E

bl

b7a

[0
%;ﬁb Further, it is anticipated that these records
will support additional allegations into individuals who have
previously been in control of money deposited into that
account and may support a FISA request to overhear
communications by the individual currently in control of those
funds.

(o The information sharing provisions of the
Patriot Act are now so routine for task force members that it

SRERET
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To: Office of the General Counsel From: b2

Re: (U) 66F-HQ~C1364260, 03/16/2004 b7E

is almost unthinkable that these crucial tools wounld no longer

be availablel
bl
b7A
b2
b7E

(I - bl

(%] As on¢] | ITTF member stated,
"because of the Patriot Act, one iInvestigator can now pick up y7g
the phone and have information from ICE, the Postal Service,

or the State Department at his fingertips." "It has created
one-stop shopping" that has enhanced the speed at which we can
recognize patterns of activity and can focus more quickly on a
subject. Another investigator explained that he no longer

wastes time trying to convince companies to provide

information. They now comply immediately with requests

because the Patriot Act obligates them to respond.

"Investigations are no longer thwarted because of the

timeliness of the response to the request for information.”

(U) If requested, this Division will provide
additional examples of how the passage of the Patriot Act has p2
increased the ability of |investigators to
obtain useful informatiorrTImTo TroIvIOoUals and groups b7E

assccilated with terrorism.
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To: Office of the General Counsel From: b2
Re: (U) 66F—HQ—C136A260, 03/16/2004 bIE
LEAD (s) :

Set Lead 1: (Info)

ALL RECEIVING QOFFICES

(U) Read and clear
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To: General Counsel Attn: _Investigative Law Unit
I bt
b7C
From: [ ] b2
Squad 1 .
Contact: Acting i&;} b7E bé
b7C
Approved By:
- bé
Drafted By: | hdb b7C
Case ID #:  GGE-HO-C1364260  (Pending) ~, 2O b7a
(Pendlng);) QBZZ&PQﬁ
Title: USA PATRIOT ACT
SUNSET PROVISIONS
. . b2
Synop51s:[:::::::::]response to USA Patriot Act survey
regarding use of the particular provisions scheduled to expire »7E
on December 31, 2005.
Reference: 66F-HQ-1364260 Serial 5
Details: After a review of whether any of
investigations have utilized the enhanced 1mvestigative tools b2
which are_gschednled to exnire aa nrovided Wy the Datyiat Aot
(MACH U b7E
‘ bl

[:::::::::has used other investigative tools created by
provisiong of the Act and these tools have had a crucial

impact on invegtigations. The greategt posgitive
impact i1s derive rom the ease with which[::::::?:]can now
issue National Security Letters ("NSLs") due to the reduced
signature authority of NSLs and the relevance standard.

Before passage of the Act, NSLs were less frequently used
because of the lengthy process required for issuance of NSLs.
OGC has access to the control file that would provide an
accurate number of NSLs issued gince the passage of the Act.
To supplement that figure, polled the majority of the
agents who have used NSLs on the number of NSLs used and the
importance that obtaining such information in a timely manner
was to their investigations. Based on that effort, it appears

SEXRET

b2

b7E
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To: General Counsel From:
Re: 66F—HQ-C1364i60, 03/18/2004

thatl has issued well in excess of 100 NSLs since the
passage o e Act. More importantly, the information
obtained from these NSLs has represented the full range of
information available to include financial records, E-mail
account information, telephone toll records, and consumer
credit reports. Invariably, the agents replied that the
information was crucial to their investigations to the extent
that the ability to succeed in the investigation hinged upon
the ability to obtain such information in a timely manner.

Many of the cases in which the NSLs have produced positive
impact are classified matters; accordingly, specific anecdotal
examples will not be provided in this response. The Counter
Terrorism squad supervisor has advised, in general terms, that
the matters have concerned potential threats wherein the quick
access to information from NSLs played a critical role in
accessing the credibility of the potential threats. The
Foreign Counter Intelligence squad has likewise show a
dramatic increase in its utilization of NSLg and expressed the
value that NSLs have provided to its efforts.

Furthermore,[::::::::]anticipates that the new ability to
obtain temporarily assigned network addresses by subpoena will
play a critical role in its newly established Cyber Squad in
intrusion cases. Thus far, that information has been already
obtained by other divisions involved in the same
investigations.

will continue to educate its agents on the tools
created by the Act, including the provisions scheduled to
expire. If the investigative tools derived from the
rovisions with relevant expiration dates are employed in
| prior to December 31, 2005, |will amend this

response.
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To: General Counsel Attn: | | b6
Investigative Law Unit b7C
Room 7326 @5‘3

From: b2 '

Squad A-1 bTE

Contact: CDC| | b6

| | b7C
Approved By: DATE: 08-12-2005 2
KT
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b6

Drafted By: | hé_ REASCN: 1.4 (¢
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- b7C
Case ID #:™66F-HQ-C1364260 (Pending) -39
(Pending) <4279 05-Cv-0845 b2

66T FI17663 (Pending) 45+ b7E

Title: USA PATRIOT ACT b7a
SUNSET PROVISIONS

Synopsis: To provide information summarizingl b2

reliance on several authorities implemented by the USA Patriot Act pyp
(the Act) which are subject to sunset provisions.

Details: As requested in an electronic communication (EC) dated
2/27/2004 to All Field Offices from the Office of the General Counsel,
offices were requested to provide the Investigative Law Unit (ILU)
with information, examples and/or statistics demonstrating the
benefits the division has received from certain provisions of the

Patriot Act.
b2

Writer conducted a poll of all supervisors within the

division seekin? information described above. Based upon responsesb7E

the poll, rovides the following information:

1. Voice Mail - Section 209 of the Act permits law enforcement
to obtain a search warrant or court order for voice mail messages
maintained by a communications provider under 18 USC 2510 oxr 2703.

bl

igj b2
2. Nationwide Search Warrants for e-mail - Section 220 of the g
Act permits the issuance of gearch warrants with nationwide

jurisdiction to an electronic communications service provider under 18

UusC 2703

is) o1

b7E

SBERET
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To: General Counsel From: [::::::] b2

Re: 66F-HQ—C1364260.03/17/2004 b7E

3. Voluntary Disclosures by ISPs - Section 212 of the Act
permits communications providers to voluntarily disclose the contents
of communications to protect life or limb or their rights or property.

bl
which involved a domestic terrorism investigatlon arising from an B Eﬁﬁ
arson allegedly perpetrated by a radical animal rights group. W
4. Information Sharing - Sections 203 (b) and (d) of the Act
permit the sharing of information between criminal and intelligence
investigations. \igh

bl

There is aIT OVEIWNEININGIY DCSICIVE L[ESPONSE aMong DOUIT CIIMINal i
b2 intelligence investigators to this section of the Act. The examples
of information sharing are too numerous to describe in detail,
however, two large scale investigations have benefitted immeasurably,
specifically:

b7E

a. Example A is a criminal case which involves two charitable
organizations found to have fund-raising ties to terrorist groups.
The matter began as an intelligence investigation, but information
was shared between criminal and intelligence investigators and will
likely lead to criminal indictments and substantial forfeiture.

b. Example B is a criminal investigation into a Middle East terrorist
group, with a parallel intelligence investigation into specific
members of the group. Through information sharing and the ability of
the criminal and intelligence investigators to work together, FISA
interceptions and search warrants have been used to provide extremely
valuable information for both the criminal and intelligence
investigators.

5. Intercepting Communications of Computer Trespassers -
Section 217 of the Act permits a computer owner/operator to provide
consent for law enforcement to monitor the activities of a computer
trespasser.

bl

b2

6. Expanded Title III Predicates - Sections 201 and 202 of a
Act permit the use of court authorized electronic surveillance inb7E
investigations involving chemical weapons, terrorism or computer traud
and abuse.

s b1

b2
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To: General Counsel From:
Re: 66F—HQ‘—C136426(‘03/17/2004 b7E

7. Roving FISA Surveillance - Section 206 of the Act permits
roving surveillance where the target is attempting to thwart
electronic surveillance.

| 7 (8)

did assist another field office 1n 1ts

Utilizaciomn Of a roving FISA. Agents from the Division
monitored the roving FISA when the subject arrived in and
while the subject stayed in an area hotel.

8. New Standard for FISA Pen/Trap - Section 214 of the Act
authorized a FISA order for a pen reglster or trap and trace device,
based upon the standard that such is relevant to the investigation.

bl
b2

b7D
b7E
bl

ik

9. Changes to the "Primary Purpose" standard for FISA Court
Orders - Section 218 of the Act authorized the issuance of a FISA
Court order where foreign intelligence gathering is a "significant
purpose" rather than the "primary purpose."

ds5 Shiaring OI 1NnLormdllOll Detweell 1intellildgence and

criminal agents was prohibited prior to the Patriot Act. See Examples

4a and b above.
10. New Standard for Business Records Under FISA - Section 215

of the Act permits the issuance of a FISA Court Order for records
production where the information is relevant to an investigation.

-(8)

bl

b2
b7E
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To provide information as requested by ILU. Read and clear.
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Precedence: ROUTINE Date: 03/23/29@%@2 e
Tos Office of the General Counsel Attn: | | bIC
Investigative Law Unit
Room 7326
From: [ ] b2
L-1 b7E
Contact: ADC| b
Approved By: | | b6
|4
Drafted By: | F b7C
Case ID #: 66F-HO-C1364260 (Pending) b2
(Pending)
b7E
Title: USA PATRIOT ACT
SUNSET PROVISIONS b7a
Synopsis: To provide the Investigative Law Unit, Office of the
General Counsel (OGC) the information requested via their EC
dated 1/23/04 regarding captioned matter.
Detal Pursuant to the above referenced request a canvass of
all squads was conducted to obtain statistics, good example b2
and/or narratives summarizing the benefits [ ]has received

from the referenced sunset provisions. The result are as follows: p7E

- Information Sharing- Section 203(b): This section of
the sunset provision was of great benefit to criminal and
intelligence matters being investigated. Having a hard wall
again between intelligence and criminal matters would greatly
inhibit law enforcement ability to conduct long term terrorism
investigations, which often falls into both categories.

bl

bith hotmail.com |4}
inl regards to 315N matter. THis act was also used in the same
case to obtain information from yahoo.com, with unsuccessful

results.
bl
New Standard for FISA Pen/Trap- Section 2144

| In twd | 315N b2
matter. aiS? bTE

(LF- Ha-C13 b Y 20 - 40
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To: Office of the General Counsel From: Miami
Re: 66F—HQ-C13642' 03/23/2004

Ol L Daca I fa PN = P ~ IR o Py

218 :

. (3]
To date, the other sunset provigsions of the Patriot A"
have not been used in thel |1ead is b2

considered covered. b7E
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Case ID #: 66F-HO-C1364260 (Pending)/(// 05-CV-0845
66 1384970 (Pending) b6 'E
66 5618

b7C
Title: USA PATRIOT ACT
SUNSET PROVISIONS

Synopsis: To advise the Office of the General Counsel (0OGC) of
provisions of the Patriot Act used by that are set to expire b2
on 12/31/2005.

b7E

Reference: 66F-HQ-C1364260 Serial 5
66F-HQ-C1384970 Serial 7564

Details: Referenced Bureau communication requested field offices
to report the usage of provisions of the USA Patriot Act set to
expire on 12/31/2005. has used several of these provisions
to its investigative advantage in general criminal and
counterintelligence cases, but has made the most use of these
provisions in counterterrorism cases. Initially, however,
reports that Agents on several occasions have requested to Tmake
appropriate use of important tools legislated in the Patriot Act
and each request has been denied by the Department of Justice
(DOJ), Office ntelligence Policy and Review (OIPR).
Specifically, has requested OIPR approval for "roving FISA
surveillance"” under Section 206 regarding known Intelligence
Officers (I0s) who,emflOT counterintelligence techniques to avoid b7E

b2

detection. All of equests have been denied. In addition,
WFO has requested The use of the new standard to obtain business

records under FISA and has been denied on each occasion. [::::g
notes that the same records may be obtained in criminal cases by




b2
To: General Counse From:l |
Re: 66F-HQ-C13642 03/19/2004 ‘ b7E

use of subpoena, yet the legislated tool in counterintelligence
and counterterrorism cases goes unused.!

In regard to Section 220 and the ability to obtain

nation-wide search warrants] has benefitted not only in
regard to the efficiency in which it can conduct its own
investigations | || but also in regard to the b2
personnel resources it does not have to expend in obtaining
search warrants to be served in America On Line (AOL). In the b7E

past[::::]had expended significant resources in regard to the
liaison with the U.S. Attorney's Office in the Eastern District
of Virginia in drafting, and applying for ACL search warrants, as
well as the service of these warrants.

b7a

has used the authority in Section 212 of the
Patriot Act on occasions when the Assistant Director or the
Special Agent in Charge has found that information developed
revealed an emergency involving an immediate risk of death or
serious injury. In a number of cases, this provision allowed
to obtain the content of e-mail in response to threats (usually
over the Internet or e-mail), where the use of other more routine b2
provisions would have been much less timely or would have
required specific approval by the Attorney General. [:::]used b7E
this provision to obtain access to e-mails wherein members of a
known terrorist group had e-mail traffic involving a discussed
attack (BISSE::]224164). The provision was also used in
investigating a threat to a high ranking foreign official.

The new information sharing procedures of Section

203 (b) & {(d) and the changes to the "primar pose" standard
for FISA have significantly changed the way investigates
terrorism ca r both intelligence value and for criminal
prosecution. has participated in numerous investigations in

the last two years that have involved the participation of
investigators in foreign countries, c¢riminal investigative

techniques, Assistant Unite es Attorneys and the use of
FISA. On several occasions, has obtained the express b2
authorization of the Attorney General to use FISA information in
criminal proceedings. Case Agents and others have commented that b7E
these investigations would never have operated as smoothly prior
to these Patriot Act provisions, and in some cases, the matters b7A
would have been almost impossible to complete. These changes
were most evident in]| | 3150{:::P15590,and in the
b2
b7E
2




To: General Counse From: |‘ b2
Re: 66F-HQ-C13642 03/19/7003 . bTE
"Virginia Jihad" series of cases. In addition, the "significant

purpose" standard has allowed the employment of the FISA
technigque on indicted individuals, wherein significant foreign
intelligence has been developed. Such use of this technique
would not have been practically employed in the past under DOJ's
reading of the "primary purpose" standard.

Section 214 of the Patriot Act has enabled Agents
conducting CI/CT investigations to obtain pen register data on
the subjects of their investigations in a way that i1s much more
like the way their counterparts on the criminal side obtain such
authorization. However, significant resources could still be
saved by streamlining the process even further, by giving FBI
attorneys access to the FISA judges and by creating positicns for
FISA magistrates. Pen register/trap trace is an important
investigative tool and could be used to a greater extent if the
process 1s made easier. It has provided useful and invaluable
information (65A[::}220066) regarding previously unknown contacts
on case subjects that may have gone unknown before when there was
a requirement to identify the individual as an agent of a foreign
power.

[:::]believes that all of these provisions, if utilized
to their fullest intended extent, are useful tools and shcoculd be
extended. Further, OGC and Congressional Affairs should continue
to seek further legislation to assist in investigative efforts.

w
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To: General Couns From:l |

Re: 66F-HQ-C13642 03/19/2004 . bTE
LEAD (s) :

Set Lead 1: (Discretionary)

GENERAL CQOUNSEL

AT WASHINGTON, DC

b2

Will include use of the Patriot Act in
justification to remove expiration dates from the various b7E
described provisions.

L 44
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reperd®BUREAU OF INVEST@ATION

Precedence: ROUTINE Date: 03/24/2804
To: General Counsel Attn: Investigatjiwe Taw [nit. FBTHQ
Room 7326,
bé
From: || b2
: s b7C
Chief Division Counsel bTE
Contact: | ALL TINFORMATTON COMTATNED b2
HEREIN IS UNCLABSIFIED EXCEPRT
WHERE SHOWH OTHEEWLIEE b6
Approved By:
b7C
DATE: 09-12-2005 . b6
Dragted By: L e
A4 DECLAZSIFY ON: U09-12-Z030
Case ID #: 66E-HO-C1364260-{(pending)
1a 231 05-CV-0845
. b7E
Title: USA PATRIOT ACT SUNSET
PROVISIONS
Synopsis:l summary of the benefits the office
has received from Patriot Act provisions which will sunset or b2
expire on December 31, 2005, unless Congress acts otherwise.
b7E
Details: The has canvassed individuals who haiv.

used some of TChEe Patriot AcCt investigative tools outlined in
serial 5, dated February 27, 2004, in file 66RH{Q-C1364260. The
following summary includes only those tocls used or actively
considered by the Division.

Roving FISA Surveillance-Section 206

\ L2

The Case Agenc,| [ characterized thig authority as bothn
necessary and effective. While the roving authority did not b7E
thwart a terrorist act, it better enabled the Agents to b6
successfully and more expeditiously conclude the investigation.

All participants agreed that the option to consider securing this b7C

authority is critical in resolving serious IT and FCI matters.

New_Standard for FISA Pen/Trap

For reasons of which OGC is aware, the lower
evidentiary standard to establish grounds to gsecure FISA
pen/traps has not been adequately explcited in IT and FCI

SBERET
N\




SEBEET

To: General Counse From:
Re : 66F—HQ—C13642* 03/24/700%
® b2

; b7E
matters. |has submitted some requests, but until the
process is expedited and made more akin to the ease with which
criminal pen/traps are secured, the law has been of little
benefit. 1In fact, in at least one 315 case, criminal pen/trap
orders (and grand subpoenas) were used largely because of the
perceived slow pace in using FISA technigques,_despite the fact

wag later approved

i)

Changes to "Primary Purpose" Standard for FISA

The change to the FISA certification now requiring that
foreign intelligence be a "significant purpose" of the anthority
sought has benefitted the FBI's mission in general, and |
investigations in particular, as it has made considering and/or
obtaining FISAs more possible under appropriate circumstances.

If nothing else, it has also given Agents more flexibility in
determining how to most effectively use investigative strategies
to protect against terrorism and clandestine intelligence
activities. And similarly, consultation with prosecutors has
improved.

New Stégfarﬂ for Business Recards for FISA

improved based on recent changes allowing FBIHQ/OGC to bypass
OIPR, but the benefits have not been fully realized yet.
44
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notes the process would appear to be greatlY:S
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b2
To: General Counsel From: | |
Re: 66F—HQ—C136426. 03/24/2004 . b7E
LEAD(s) :

Set Lead 1: (Info)

GENERAL COUNSEL

AT WASHINGTON, DC

For information and possible use by ILU in support of
continuing usage of certain provisions of the USA Patriot Act
beyond 12/31/2005.
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DATE: 08-29-2005
CLAERIFIED BY £517% DMH/EJ/0S-ov-0845

ALL TNFORMATION CONTATNED 4 REASON: 1.4 (c)
HEREIM I8 UNCLABSIFIED EXCEDT . E; _FEE:]- DECLAGETEY ON: 085-25-2030

WHERE SHOWN OTHERWISE .
__(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

.

-

‘,@q

Precedence: PRIORITY Date: 03/22/2004
To: General Counsel Attn: _Inveastigative Law Unit b6
Room 7326 LIC
b2
From: |
Legal Unit bue
Contact: ADCl |
b7C
Approved By: é
PP b4 b2
b6
Drafted By:
/‘ b7C
Case ID #: 66F-HQO-C1364260 (Pending)“f/?r B7A
| (Pending) - 404 (7
197i |C233355 (Pending) _,‘17/1 b2
Title: USA PATRIOT ACT b7E
SUNSET PROVISIONS
Synopsis: To provide| |response to request for
examples and summaries of use of investigative tools created by
the USA PATRIOT Act. Lead covered. b2
. TE
Reference: 66F-HQ-C124260 Serial 5 b
Details: This EC provides a brief narrative summarizin
use of investigative tools created by the USA PATRIOT
Act. A canvas was conducted of all sguads in the Los Angeles

Division and the following details the results:

Voice Mail - Section 209 of the Act enabled law
enforcement to obtain all voice mail which is stored by a
communications provider, including unopened voice mail, using the
procedures set forth in 18 U.S.C. §2703 (such as a search
warrant). This also applies to other wire communications as
defined by the statute. Voice megsages stored and in the
possession of the user, such as messages on an answering machine,
are not covered by this statute. Previously the law was vague on
the standard required to compel production of a stored voice mail
message, leaving the possibility for argument that a wiretap
order was required. See 18 U.S.C. § 2510; 18 U.S.C. § 2703.

5

bl

b2
b7E
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b2
To: General Counsel Fig: | .
Re: 66F-HQ-C1364260, 03/22/2004 b7E

Nationwide Search Warrants for E-mail and Associated
Records - Section 220 of the Act enabled courts with jurisdiction
over an investigation to issue a search warrant with nationwide
jurisdiction to compel the production of information held by a
service provider, such as unopened e-mail. Previously, the
search warrant had to be issued by a court in the district where
the service provider was located. See 18 U.S.C. § 2703.

This technique was utilized by e

following the shooting on July 4, 2002 at | b2
International Airport. It was extremely helpful in this
investigation for the Central District of California to be able b7E

to issue nationwide search warrants for information on the
subject's email.

Voluntary Disclosures - Section 212 of the law
explicitly permite, but does not require, a service provider to
disclose to law enforcement either content or non-content
customer records in emergencies involving an immediate risk of
death or serious physical injury to any person. This voluntary
disclosure, however, does not create an affirmative obligation to
review customer communications in search of such imminent
dangers. This provision also allows a communications service
provider to disclose non-content records to protect their rights
and property. This portion of the provision will most often be
used when the communications service provider itself is a victim
of computer hacking. See 18 U.S.C. § 2702(b) & (c) (3); 18 U.S.C.
§ 2703 (c) (2) (F) .

For about ten months (January 2003-November 2003) there
was a mandatory reporting requirement for the receipt of content
information (usually e-mail content) under this emergency
disclosure provision. (See the Homeland Security Act and EC 66F-
HQ-C1384970 Serial 501.) During that time, offices were only
required to report the number of e-mail messages that were
received under this voluntary disclosure provision. Offices were
not required to report the receipt of records and were also not
required to provide case information. For this reason, it would
be beneficial for offices to now report more detail on these
voluntary disclosures. Examples where voluntary disclosures led

to valuable foreign intelligence or arrests would be particularly
helpful.

3]
| Moreover, this was the practice

after 9-171, where service providers voluntarily provided FBI Los b2
Angeles with the information requested. In an emergency or
crisis situation it would be imperative to the investigation for  P7E
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To: General Counsel F]‘: | . b2

Re: 66F-HQ-C1364260, 03/22/2004

service providers to have this ability to voluntarily provide the
FBI with this information. Where time is of the essence, giving
service providers the option of revealing this information
without a court order or grand jury subpoena is crucial to
receiving the information quickly. This is what occurred after 9-
11 and should continue to be in place in the eventuality of
another such attack.

Information Sharing - Section 203 (b} & (d) of the Act
provided new information sharing capabilities between criminal
and intelligence investigations for foreign intelligence
information and information obtained via a Title III electronic
surveillance. (See EC| dated 10/26/01 for
additional information.] Recognizing chat this tool has become a
regular part of how the FBI operates, especially in terrorism
cases, no statistics are necessary. However, case examples that
demonstrate the importance of this tool should be provided.

All | cT and CI investigation continue to b2

benefit from this provision of the USA PATRIOT Act. A good
example of this in Los Angeles is the case where the intelligence
investigation of an FBI Supervisory Special Agent and a member of
the PRC revealed information that the intelligence sgquad was able
to share with a criminal squad for prosecution on criminal
charges. Information sharing has also been invaluable between
CT/CI investigations and criminal investigations intc viclations
of neutrality, fraudulent document production, passport/visa
violations, immigration violations, white collar crimes, drug
cases, and all types of fraud schemes.

Intercepting Communications of Computer Trespassers -
Section 217 of the Act clarified an ambiguity in the law by
explicitly providing victims of computer attacks the ability to
invite law enforcement into a protected computer to monitor the
computer trespasser’s communications. Before monitoring can
occur, however, four requirements must be met. First, consent
from the owner or operator of the protected computer must be
obtained. Second, law enforcement must be acting pursuant to an
ongoing investigation. Both criminal and intelligence
investigations qualify, but the authority to intercept ceases at
the conclusion of the investigation. Third, law enforcement must
have reasonable grounds to believe that the contents of the
communication to be intercepted will be relevant to the ongoing
investigation. And fourth, investigators must only intercept the
communications sent or received by trespassers. Thus, this
section would only apply where the configuration of the computer
system allows the interception of communications to and from the
trespasser, and not the interception of non-consenting authorized
users. Additionally, based on the definition of a “computer

3
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e .
To: General Counsel F : | .

Re: 66F-HQ-C1364260, 03/22/2004 bIE

trespasser,” communications of users who have a contractual
relationship with the computer owner may not be monitored, even
if their use is in violation of their contract terms (i.e.
spammers). See 18 U.S.C. § 1030(e) (2); 18 U.S.C. § 2510 (20) &
(21); 18 U.S.C. § 2511(2) (i).

This provision has proven especially useful to the

|and is considered a key aspect of all cyber

investigations. "Hackers" routinely use victim computers for SPAM b2
and other illegal communications. Therefore, this provision has bTE
proven useful in both intelligence and criminal investigations.
Recently this method has been used on at least two occasions in
intelligence cases where the FBI took over the victim's on-line
identity to communicate with the suspected terrorists.

Expanded Predicates for Title III - Sections 201 & 202
of the Act expanded the predicate offenses for Title III to
include crimes relating to chemical weapons (18 U.S.C. § 229),
terrorism (18 U.S.C. §§ 2332, 2332a, 2332b, 2332d, 23397, and
2339B), and felony violations of computer fraud and abuse (18 bl
U.s.C. § 1030). See 18 U.S.C. § 2516. b2

: 75
2
yet but IT IS anticipaced that Che exXpanded predicate orLlenses 55?
for computer fraud and abuse will become essential to several Los
Angeles investigations.

Roving FISA Surveillance - Section 206 amended FISA to
allow the Court to issue a “generic” secondary order where the
Court finds that the “actions of the target of the application
may have the effect of thwarting the identification of a
specified person.” This means that, when a FISA target engages
in trade craft designed to defeat electronic surveillance, such
as by rapidly switching cell phones, Internet accounts, or
meeting venues, the Court can issue an order directing “other
persons,” i.e., the as yet unknown cell phone carrier, Internet
service provider, etc., to effect the authorized electronic
surveillance. Even if the target is not engaged in obvious trade
craft, we can obtain such an order as long as the target's
actions may have the effect of thwarting surveillance. This
allows the FBI to go directly to the new carrier and establish
surveillance on the authorized target without having to return to
the Court for a new sgec ary order. For additional information
see EC| hated 10/26/01. Any examples where
roving authority has been obtained and utilized to gain valuable
foreign intelligence should be provided.

b7a

The roving wiretap provision has been extremely helpful 4,
in One specific example is that Los Angeles has

b7E
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b2
To: General Counsel F, ‘
Re: 66F-HQ-C1364260, 03/22/2004 bTE

seen counterintelligence targets change service for hard-lines,
email accounts, and cell phones numerous times. The roving FISA
authority has allowed for investigators to continuously monitor
these targets without interruption. Changing of telephone
carriers is a documented techni foreign intelligence b2
officers to avoid detection. | ihas documented these
occurrences and been able to continue coverage because of this p7E
provision.

New Standard for FISA Pen/Trap - Section 214 of the Act
eliminated the requirement that the FISA pen/trap order include
specific and articulable facts giving reason to believe that the
targeted line was being used by an agent of a foreign power, or
was in communications with such an agent, under specified
circumstances. FISA pen/trap and trace orders are now available
whenever the FBI certifies that “the information likely to be
obtained is foreign intelligence information not concerning a
United States person, or is relevant to an congoing investigation
to protect against international terrorism cr clandestine
intelligence activities, provided that such investigation of a
United States person is not conducted solely upon the basis of

activities protected by the first_amendment to the Constitution.” b7a
For additional information see Ed |dated
10/26/01.

. . b2
This provision has not proven useful tol |

Although the standard has been lowered the reality of the work L7E
load situation at OIPR makes this technique not viable. With the
creation of the 315 classification, an agent has much better luck
with getting a pen register under criminal standards than waiting
for a FISA pen register to be approved. Moreover, if agents are
going to take the time to fill out the paperwork for the FISA pen
register, they might as well complete an actual FISA application.
In one example, an agent was told she had enough for a FISA and
not to waste time with the pen register. In another situation,
the agent made the pen register request first and then several
months later requested the FISA and never again heard anything on
the pen register. If this was something that could be approved
at HQ or locally, then it might be a valuable technique, but with
the backlog on FISAs it is impractical to request a pen register
FISA and then wait months to hear nothing.

Changes tc "Primary Purpose" Standard for FISA -
Section 218 changed FISA to require a certification that foreign
intelligence be "a significant purpose" of the authority sought.
Section 504 amended FISA to allow personnel involved in a FISA to
consult with law enforcement officials in order to coordinate
efforts to investigate or protect against attacks, terrorism,
sabotage, or clandestine intelligence activities, and that such

5
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To: General Counsel F].: | '

Re: 66F-HQ-C1364260, 03/22/2004

b2

b7E

consultation does not, in itself, undermine the required
certification of "significant purpose." These changes allow FBI
agents greater latitude to consult criminal investigators or
prosecutors without putting their FISAs at risk. For additional
information see EC 66F-HQ-A1247863 Serial 71 dated 10/26/01.
While no statistics are reguired for this provision, case
examples and brief narratives on the benefits of this provision
are sought.

Thig is the single most important provision of the USA b2
Patriot Act. iinvestigations have revealed that more
often than not the suspected terrorists or intelligence officers b7E
are committing criminal viclations in suppcrt of their terrorist
activities. The ability to obtain a FISA order where there is
substantial evidence of criminal activity and significant
evidence that the proceeds are then being used to fund terrorist
activities is imperative to these types of investigations. This
provision also goes hand-in-hand with the information sharing
provision. The shift in focus allows investigators to coordinate
more with AUSAs and other law enforcement information regarding
the criminal activities of terrorists.

New Standard for Business Records under FISA - Section
215 changed the business records authority found in Title V of
FISA. The old language allowed the FISA Court to issue an order
compelling the production of certain defined categories of
business records upon a showing of relevance and “specific and
articulable facts” giving reason to believe that the person to
whom the records related was an agent of a foreign power.
Section 215 changed this standard to simple relevance (just as in
the FISA pen register standard described above) and gave the
Court the authority to compel production of “any tangible things
(including books, records, papers, documents, and other items)
for an investigation to protect against international terrorism
or clandestine intelligence activities, provided that such
investigation of a United States person is not conducted solely
upon the basis of activities protected by the first amendment to
the Constitution.” This is the same standard descrihed ahave fnr
Section 214. For additional information see EC
71 dated 10/26/01.

b7A

Althoughl |<r1' cug thig oo an ovtramalss

valiiahle torhndmig

1S Aware OF eI IOrts by

NsLB to resolve this 1ssue with OIPR. would argue bl
that this is an extremely valuable technique because of the

ability to obtain records where an NSL is not appropriate. The b2
standard of simple relevancy should be sufficient for these b7E

6
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To: General Counsel Fl‘: | ’

Re: 66F-HQ-C1364260, 03/22/2004

b2
investigations. NSLB should make all attempts to enforce this bTE
standard and not permit OIPR to create a higher standard which
would make use of thig technique more difficult.

fonsiders this lead covered.
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To: General Counsel Fr.-|

Re: 66F-HQ-C1364260, 03/22/2004

LEAD (s) :
Set Lead 1: (Info)

GENERAL COUNSEL

AT WASHINGTON, DC

Investigative Law Unit: Read and clear.
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FEDERAL BUREAU OF INVESTIGATION

b6
b7C ‘
.
Precedence: PRIORITY Date: 03/19/2004 E
To: General Counsel Attn: Investigative Law Unit,
AGC
From: | | b2
Sgquad 2 b2
Contact: CDC | b7E
bé
Approved By: b7C
b6
b7C

Drafted By: e Z%Ldé

Case ID #: (U) 66F-HQ-C1364260 (Pending)
(U) 66F-HQ-C1384970 _— \4

Title: (U) USA PATRIOT ACT Zf()/
SUNSET PROVISIONS

Synopsis: (U) To provide Investigative Law Unit (ILU), Office

of the G ), with statistics and examples of the
benefits has derived from specified provisions b2

of the USA PATRIQOT Act.

s (Ul perd —G-3

D Sify Om:

b7E

Reference: (U) 66F-HQ-C1364260 Serial 5

Details: (U) Referenced communication instructed all field
offices to provide ILU with statistics, examples and/or a brief
narrative summarizing the benefits each division has derived from
specified provisions of the USA PATRIOT Act.

(S) Referenced communication set forth a list of

specific techniques for which each field office is to report
statistics conceryning its use

[ &)

b2

b7E

/ '/D SEDRET




To: General Cour’l From: | | . b7E

Re: (U) 66F-HQ-Cl364260, 03/19/2004

(&)

bl
b2

b7E

(U) Set forth below are statistics and/or descriptions
concerning Milwaukee Division's use of the remaining specified
techniques:

|t2)

bl
b2

b7E

itI?h“Z@{i The| Iwould clearly have
submitted additional requests for such orders in a number of b2
other cases but for the fact that, to date, no such orders have
ever been issued. xperience is that FISA business b7E

record orders are lIikely to prove essential 1n numerous
investigations once they begin to be issued.

i)

b2

1

(I} b7E

) One ot the two exceptions noted abcve pertained to
an individual who ultimately became the target of a FISA full

content interception. | ltherefore believes that pen and
trap order could still have been obtained in that instance under
the previous, higher, standard. With regard to the second b2

exception, although a foreign power was identified,] |
believes it would still have been difficult to meet the prior
standard. Furthermore, the time involved with obtaining the

b7E
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To: General Coun’l From: . b2

Re: (U) 66F-HQ-C1364260, 037I9/200Z b7E
facts necessar port the affidavit would have probably b2
resulted ini imissing the window of opportunity for

deploying the technique. bTE

]

[FT5N

ST IaEZZITICatlion 1nvestigations (none or which are in conjunction

with an application for an order authorizing the interception of
the content of communications). While each instance meets the
current "relevancy" standard, it is questionable whether any of
these three orders could be obtained under the previous, higher,
standarxd.

Changes to the Primary Purpose Standard: This
change, which removed the risk of having to shut down the
Division's most productive FISC authorized technigques in the
event information was shared with prosecutive personnel, has
directly let to a dramatic improvement in case coordination (see
"information sharing" below). The change in the Primary Purpose
standard, and consequent removal of "the wall," has fundamentallsy
changed and enhanced the manner in which the |
conducts international terrorism and foreign counterintelligence
investigations.

<3

tU?“”Z@§{ Information Sharing: Due to elimination of the
Primary Purpose standard,| | sharing of
information with regard to terrorism investigations has become
routine. It is now standard practice that all| |315
classification cases are reviewed for federal criminal
prosecutive potential by appropriately cleared United States
Attorney's Office personnel. The changes in this area have led
to US Attorney personnel being incorporated as essential and
integral components of JTTFs in both| [headquarters city
and the Madison Resident Agency.

Ly For ex 1 he Fir Assi nce United States
Attorney, has FBI office
access, a desk in| | ITTF office space and a GroupWise
account. He is continually (almost daily) briefed on significant
cases. In fact, the US Attorney's Office Intelligence
Officer assigned to FBI | | ITTF actuaIly serves as the
Coordinator of that JTTF.

QTTY o

"Itsa

bl
b2
b7E

b2
b7E

b2
b7E

~{&{ Similar coordinatj ith regard to the
United States Attorney's OfficeJ

b2

and the JTTF located in the Resident Agency.

b7E
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To: General CounW® From: | |

Re: (U) 66F-HO-C1364260, 03/19/2004 b7E

12)

b2
| b2
b7E
bé
b7C

b7a

THvestL1l0a L Lol .

iuj‘“‘ While information sharing is a rather novel

ncept with regard to FCI investigations, its importance to
| |efforts in this area also cannot be overstated.
Traditionally, FCI investigations have been hamstrung by rules b2
that did not allow investigators to consult with prosecutors
until the investigation was essentially over. Specific examples b7E
of the benefits which the new rules have brought to FCI
investigations in include the United States Attorney's
Office providing advice and consent to seize and initiate
forfeiture of $30,000 which was brought into the United States
illegally by the subject of a 200M investigation. The US
Attorney's Office has also provided counsel in.[::::::::]ZFCI
cases regarding violations of the Foreign Agent Registration Act.
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To: General Coun’l From: | | . b2

Re: (U) 66F-HQ-C1364260, 03/19/2004 | bIE

LEAD(s):
Set Lead 1: (Information Only)
GENERAL COUNSEL

AT WASHINGTON, DC

(U) This information is provided for appropriate use
by the Investigative Law Unit.
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b6
Precedence: PRIORITY Date: (03/31/2004 i
T OGC Attn: ILU, room 7326
From:
Legal b7E 7
Contact: | | DATE: 09-12-2008
N 7 ' CLASSIFIED BY 65179 DMH/SKJ
RE&ASCN: 1.4 ()
Approved By: I I DECLASSIFY ON: [%-12-2030
| N/ | . bé
Drafted By: ' —ovo
/L’7 b7C 05-CV-0845
Case ID #: -HQ-C1364260 (PENDING)

66F-HQ~-C1384970

Title: USA Patriot Act
Sunset Provisions

Synopsis: Use of Sunset Provisions of USA Patriot Act by b2
l |

| b7E

Reference: b7A

Details: Between 03/25/04 and 03/30/04, writer contacted the

four counter terrorism supervisors, two counter intelligence
supervisors, and four SSRAs in the] ]as to the

uses of the Sunset Provisions of the USA Patriot Act. Many of

the supervisors stated that their numbers were approximate and
other instances of the use of these provisions were possible b2
prior the supervisor assuming leadership of the squad. All of

the supervisors agreed that the Sunset Provisions are very b7E
useful and necessary in the war on terrorism.

The following are the number of instances that the
Houston Division has reported utilizing each of the Sunset
Provisions:

Section 209
Section 220 ()

Section 212 : bl

b2

Section 203
h7E

SEN
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To: OGC From: b7E
Re: 6HF-HQ-C13642 (PENDING), 03/31/2004

Section 217

®

13)

Section 201
Section 206

Section 214 bl

b2
Section 218

h7E

Section 215

*  Virtually all of the supervisors spoke to the
necessity of the Section 203 (b) and (c), the Information
Sharing provision. It universallf was lauded as a major step
forward in the war on terrorism. utilized b2
contacts with]| |lin the
development of the case. One counter intelligence supervisor
cited 4-5 cases where the FBI could not have made a case on b7a
terrorism, but for contacts with the United States
Intelligence community. Information sharing was utilized
heavily in putting together terrorism watch plans for the 2004
Super Bowl and 2004 Baseball-All Star Game. Three other
supervisors cited sensitive cases made, or greatly assisted

by, our newly obtained ability to share information with the
intelligence community.

b7E

**  QOne squad was in the process of attempting to
utilize section 201 and 202 (Expanded Title III predicates),
but, because of an emergency, utilized a FISA instead of a
Title ITII.

**%*  QOne supervisor stated that even though his
squad did not utilize the traditional roving FISA Surveillance
as explained in Section 206, he had FISA search warrants
authority granted for all vehicles being utilized by his

squad’s targets.
e

3
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(Rev. 01-31-2003) WHERE SHOWN OTHERWISE REABON: 1.4 (<)
DECLASSIFY ON: 08-24-2030
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FEghRAL BUREAU OF INVESTIGAQDN 05-cv-0845
b6
Precedence: ROUTINE Date: 03/19/2004 7o
To: @eneral Counsel Attn: | EESA i
Investigative Law Unit.- -
FBIHQ Room 7326
b2
From: | I
Squad #2 b7E b2
Contact: | b6
Approved By: b7C
bé
Drafted By: b7
Case ID #: 66F-HQ-C1364260.~ (Pending)
66F-HQ-C1384970 (Pending)
Title: USA PATRIOT ACT
SUNSET PROVISIONS
Synopseis: To respond to the Office of General Counsel (0OGC)
regarding captioned matter.
Details: For information of 0OGC, by EC dated 02/27/2004, OGC
requested field divisions provide examples, statistics, anecdotal
information and brief narratives summarizing the benefits derived
by the office through the use of these provisions. )
b
| The following provisions have been used by the b7E
Nationwide Search Warrants for E-mail and Associated records:
This provision has been used several times in Child Exploitation
Matters (305 cases).
In one instance, a subject in downloaded b2
illegal child pornography images from a server located in BTE
Fremont, California A _search warrant ptilizing this provision
was obtained in the for records in the
server located in Fremont, Calirfornia.
In another 305 matter, Nationwide Search warrants were used to
obtain evidenge from AOT. Vahoo and 23 nhatn albums located on a
server in the b2
This provision was utilized i |ladditional 305 bl b7E
investigations.
b2

T3]

sE}éET

b7E
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SPBRRET

b2
To: General Counsel From: | |
Re: 66F-HQ—C13642?V, 03/19/2004 " b7E
bl
b2
New Standard for FISA Pen/Trap: 7E
/ The new standard of "relevant to an ongoing \i53

investigation" was critical in obtaining a pen/trap and the
information obtained through the pen/trap will lead to a full
investigation.

Information Sharing: Section 203 (b) & (d)

This provision has been the most helpful and has been used the
most throughout the division. Specifically the case where the
most impact was observed _ig the investigation of the Palestinian
Islamic Jihad (PIJ) and
Specifically, before "the wall" came down, the presence of "the b6
wall" had a negative impact on the ability of the criminal
investigators to develop a viable criminal case for prosecution.
There was approximately nine (9) vears of FISA take that couldn't
be shared with the criminal investigators. The majority of the
PIJ indictment was prepared in Mid-2002, prior to "the wall"
coming down, utilizing information that had been formally passed
over "the wall" with appropriate authority and after substantial
effort by both criminal and intelligence investigators. This
information consisted of approximately 250 FISA-derived
conversations and approximately 100 FISA-derived faxes.

b7C

After "the wall" came down, in approximately January 2003, over
20,000 hours of FISA-derived intercepts became immediately
availlable for use by the criminal investigators, which included
thousands of calls previously deemed to be pertinent. Although
welcome, it created a significant information overload.
Consequently the criminal investigation is still ongoing, but
clearly, bringing down "the wall" allowed criminal investigators
the opportunity to enhance their investigation, which was already
set for indictment, in spite of "the wall." The criminal
investigators and prosecutors now have a clearer understanding of
the criminal activities of the PIJ, because all pertinent
information in possession of the FBI is now available for their
use.

In addition to information sharing "in-house," this provision has
broadened the sharing between federal and state and local
agencies. This broadened sharing between agencies has encouraged
a regular interaction between investigators. 1In a specific case
in Orlando, information sharing has led to joint investigations
or subjects in the group. Through coordination and sharing,
Tampa has been able to place leaders of the targeted group in

which prevented them from returning to the U.S. after

— aeparcting.

bl
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To: General Counsel From:
Re: 66F—HQ—C13642“)‘, 03/19/

ol4d

b2
7B
b bl
b2
b7E

1

SE\}éET




5E§EET

I 4
b2

To: General Counsel From:
Re: 66F—HQ—C1364Z§Q, 03/19/zoo= b7E

LEAD(s) ¢
Set Lead 1: (Info)

GENERAL COUNSEL

AT WASHINGTON, DC

Read and Clear

L 44
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bé
b7C

o —

b6 , b7C

Subject: Attn:
Date: Fri, 6 Se 10:21:58 -0400
From:' !
To: <nationalpress@FBI.GOV>

ALL THEORMATION CONTATNEDR
Hl :l HEREIN IS UNCLAEEIFIED
4 DATE DB8-15-Z005% BY G517% dmh/1l-m caflS-cv-08545

Thank you for your assistance.

Following are the gquestions I would like to ask of a spokesperson for the
FBI with regard to the events of Sept. 11, 2001, and the passage of the
Patriot in October 2001. But first, I would like to explain how I plan
use these comments.

ur staff is preparing an article that will reflect upcn the events of Sept.
11, 2001, and the passage of the Patriot Act, and how those events have
changed the financial crimes arena, particularly with regard to money
laundering. As a sidebar to the main article, we are asking several key
figures on the money laundering front to share their general thoughts and
comments on the past year's events and how they have changed the operation
of their agencies and organizations. The article will be very
straightforward and simple, featuring just one or two direct quotes from
each of our contacts.

b6

b7C

Here are the gquestions:
1. What did 9-11 and the passage of the Patriot Act mean to your agency? .

2. Could you share some specific details as to how things have changed
within your agency?

3. Have you had to enhance the training of your staff? If so, to what extent
and how did you carry out that training?

4. Has the level of communication changed between your agency and other
government agencies that deal with money laundering? If so, how has it
changed?

Thank fou for offering to pass these questions along to someone -- either bé

or another spokesperson. I appreciate your assistance.

RegErngk “~

b7C

bé

b7C

Tel. ext.l |

Fax

b6

b7C

qﬁpo b@b‘“”‘&'%

ORGWAL 80-HQ-1199962 >

1ofl

9/6/2002 10:30 AM
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SUNSET PROVISIONS IN BOLD

TITLE H--ENHANCED SURVEILLANCE PROCEDURES

Sec. 201. Authority to intercept wire, oral, and electronic communications relating to
terrorism.

Sec. 202. Authority to intercept wire, oral, and electronic communications relating to
computer fraud and abuse offenses.

Sec. 203. Authority to share criminal investigative information.
203 (b) (Title IIT) and (d) (Grand Jury)

Sec. 204. Clarification of intelligence exceptions from limitations on interception and
disclosure of wire, oral, and electronic communications.

Sec. 205. Employment of translators by the Federal Bureau of Investigation.
Sec. 206. Roving surveillance authority under the Foreign Intelligence Surveillance Act of 1978.

Sec. 207. Duration of FISA surveillance of non-United States persons who are agents of a
foreign power.

Sec. 208. Designation of judges.
Sec. 209. Seizure of voice-mail messages pursuant to warrants.

Sec. 210. Scope of subpoenas for records of electronic communications.
ALL, THEFORMATION CONTATINED
HERETN I3 UMCLASEIFTIED

oars 12-07-200See, 21 Clarification of scope.
Sec. 212. Emergency disclosure of electronic communications to protect life and limb.
Sec. 213. Authority for delaying notice of the execution of a warrant.
Sec. 214. Pen register and trap and trace authority under FISA.
Sec. 215. Access to records and other items under the Foreign Intelligence Surveillance Act.
Sec. 216. Modification of authorities relating to use of pen registers and trap and trace devices.
Sec. 217. Interception of computer trespasser communications.
Sec. 218. Foreign intelligence information.

Sec. 219. Single-jurisdiction search warrants for terrorism.




Sec. 220. Nationwide service of search warrants for electronic evidence.
Sec. 221. Trade sanctions.

Sec. 222. Assistance to law enforcement agencies.

Sec. 223. Civil liability for certain unauthorized disclosures.

Sec. 224. Sunset.

Sec. 225. Immunity for compliance with FISA wiretap.




What did Patriot Act do?

1. Enlarged ELSUR capabilities
201 and 202 added predicate terrorism-related offenses for T-III
206 - Roving wiretap
207 - extended duration of FISA
209 - voice mail with a search warrant
214 - FISA Pen standard made congruent with criminal standard
216 - nationwide effect of pen/trap orders
217 - computer trespasser
218 - FISA "purpose" changed to 'significant purpose”
220 - nationwide search warrants for e-mail
225 - civil liability immunity for compliance with FISA order

2. Encouraged sharing of information
203 (a) - Grand Jury information
203(b) - Title Il information
203(d) - Any foreign intelligence information
901 & 905 - coordination between DCI and FBI

3. Made intelligence investigative techniques congruent with criminal techniques
206 - Roving wiretap authority
214 - Pen/trap standard
215 - Standard for business records
505 - Standard for NSLs

4. Expanded anti-terrorism financial tools
314 - enhance USG/financial institution cooperation re: money laundering
315 - expand money laundering predicates
317 & 318 - long-arm jurisdiction over foreign money-launderers
319 - jurisdiction over foreign funds in U.S. correspondent accounts
320 - expands forfeiture for offenses against foreign nations
323 - enforcement of foreign forfeiture judgments
324 - expands geographic targeting orders
359 - SARS
363 - expands penalties for money launderirg
372 - criminal and civil forfeitures in currency-reporting cases
374 - expands counterfeiting statute
375 - expands penalty for counterfeiting foreign currency
376 - material support included in money laundering
377 - extra-territorial jurisdiction for fraud with (e.g.) credit card numbers
1004 - expanded jurisdiction for money laundering




5. Visitor controls
412 - AG required to detain aliens he certifies as threat to NS
413 - share visa records with foreign governments
416 - AG to expand foreign student visa monitoring

6. Expanded criminal statutes
801 - attacks on mass transportation systems
803 - criminalizes harboring of certain offenders
804 - crimes at foreign missions
805 - expanded "material support”
806 - civil forfeiture of terrorist assets
809 - eliminated statute of limitations for some offenses
810 - enhanced penalties for certain crimes
811 - attempt and conspiracy added
814 - expanded jurisdiction for computer crimes
817 - expanded biological weapons statute
1011 - unlawful to fraudulently solicit charitable contribution




SUNSET PROVISIONS IN BOLD

TITLE lIl--ENHANCED SURVEILLANCE PROCEDURES

Sec. 201. Authority to intercept wire, oral, and electronic communications relating to
terrorism. (1)

Sec. 202. Authority to intercept wire, oral, and electronic communications relating to
computer fraud and abuse offenses. (1)

Sec. 203. Authority to share criminal investigative information.
203 (b) (Title III) and (d) (Grand Jury) (1)

Sec. 204. Clarification of intelligence exceptions from limitations on interception and
disclosure of wire, oral, and electronic communications. (1)

Sec. 205. Employment of translators by the Federal Bureau of Investigation.

Sec. 206. Roving surveillance authority under the Foreign Intelligence Surveillance Act of
1978. (1)

Sec. 207. Duration of FISA surveillance of non-United States persons who are agents of a
foreign power. (2)

Sec. 208. Designation of judges.
Sec. 209. Seizure of voice-mail messages pursuant to warrants. 2)

Sec. 210. Scope of subpoenas for records of electronic communications.

‘Sec. 211. Clarification of scope.

Sec. 212. Emergency disclosure of electronic communications to protect life and limb. (D
Sec. 213. Authority for delaying notice of the execution of a warrant.
Sec. 214, Pen register and trap and trace authority under FISA. N

Sec. 215. Access to records and other items under the Foreign Intelligence Surveillance Act.

@
Sec. 216. Modification of authorities relating to use of pen registers and trap and trace devices.
Sec. 217. Interception of computer trespasser communications. ¢y

Sec. 218. Foreign intelligence information. (1)

I




Sec. 219. Single-jurisdiction search warrants for terrorism.

Sec. 220. Nationwide service of search warrants for electronic evidence.
Sec. 221. Trade sanctions.

Sec. 222. Assistance to law enforcement agencies.

Sec. 223. Civil liability for certain unauthorized disclosures.

Sec. 224. Sunset.

Sec. 225, Immunity for compliance with FISA wiretap.

.
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UNITED ST&T ES!DISTRICT COURT
- EASTERN DISTRICT OF MICHIGAN
SOUT HERN DIVISION

MUSLIM COMMUNITY ASSOCIATION: OP ANN
ARBOR; AMERICAN-ARAR ANTI-JDISCRIMINATION

COMMITTEE; ARAB COMMUNITY CENTER FOR COMPLAINT FOR
ECONOMIC AND SOCIAL SERVICES BRIDGE DECLARATORY AND
REFUGEE & SPONSORSHIP %FR\/ I(’FQ IN(i INJUNCTIVE RELIEF

COUNCIL ON AMERICAN- ISLAMIC RELA‘FIONS
ISLAMIC CENTER OF PORTL A\ID MASJED
AS-SABER,

Plaintiffs, ~~ 1
o Case No.
V.
Hon.
JOUN ASIICROFT;1n his: othual‘capacnty as Atlomey
General ol the United States; ROBERT MUEL JER in his
official capacity as Director of the;FederalIBurc auof
Investigation, ‘ a8 AJ

{

" Defendants.

ANN BEESON R
JAMEEL JAFFER s
American Civil lecrtleq Union Foundatlon
125 Broad Street, 18th Floot

New York, NY 10004-2400 ¢
(212) 549-2500 ' . i

MICHAEL J. STEINBERG
NOEL SALEIL

KARY L. MOSS |
American Civil Libertics Union Fund of Mlchygan
60 West Hancock

Detroit, M1 48201-1343

(313) 578-6800

»g

Attorneys for Plaintiffs.
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tutionallty of Sectlon 215 of the USA

1.

PATRIOT Act, whlch vastly expanidg ;the ;pgo » eri of the Federal Bureau of Investlgatron

(“FBI”) to obtarn records and other;? ;tﬁngrb%le thmgs of people not suspected of. criminal

i 272‘ (Oct 26, 2001) (“Patriot-Act” or “Act”). The
i
011-,a1 belojngmgs, 1nclud1ng “books, records, papers,

,:107-56, 115

activity. Pub. L. N

'rs’onfs hofm’e; It can also order charities,

sthdi Umtcd States crtlzens and permanent

: s 3 TO ob tui_n ;a‘Sietj:t;iO;n 215 order, the FBI
’: _ :long"ings :;aref“seught for” an ongoing
,mat}iérfai terropism investigation. The

! ‘ ! r an}; reason to beheve that the target of

sent The FB‘I can obtaln and execute Section

tlon 215 orders ar'e neverﬂnotlﬁed that their

g

prlvacy has been eqmpromlsed even: years ther and even if: they are innocent. The law

from ever dlsclosmg, evendn the? fi {st genera] terms that the FBI has sought information

ing the ri}ghtsto priVacy, free speech, and due

sf, Fourth, and Fifth Amendments of the United

a3
s

sE . i :

; ALL""E‘VBI’ INFORI"IF&TICI’{ CDI"—IT;&II-"-IED 5
. |HEREEIN' UNCLASSIFIED ' -
DATE ,.J.E 12-2005 By &65172dmh/baw  + 05-cv+-0845




States Constitution. Plaintiffs respectfully: S;ﬂék a declaration ﬂlat Secction 215 is facially
unconstitutional, and a permhnent 1] l;il?Ctii)I% égainst its enforcement.
JURISDICTION AND VENUE

3. This case ariscs under the Urii-“ted IStates Constitution and the laws of the
United States and presents a fcdcraf qucstiohiwifhin this Court’s jurisdiction under
Article 11 of the United States Confst;i_lut’io@ and 28 U.S.C. § 1331. The Court has
authority to grant declaratory relict‘gpyp;rsualjt%to the Declaratory Judgment/Act, 28 U.S.C.
§ 2201 ef seq. The Court has authosri‘ty to dward costs and attorneys® fees under 28
U.S.C. § 2412, Venue is proper inétlffi‘ifs disﬁri;ct under 28 U.S.C..§ 1391(e).

. PARTIES

4. Plain{iff Muslim C(;nﬁmur;iéyiAS‘sociatioxl of Ann Arbor (“MCA™) is a
non-profit, membership-based orgéﬁiig&tiiorzl ;hali serves the religious needs of Muslims in
and around Ann Arbor, Michigan.» MCA (;)v;/ns\angl administers a mosque and an [slamic
school. MCA sues on its own beh‘;aliif -and on hehé]f of its members, students, and
constitucnts.

S. Plaintiff AmericanéAir‘ab A%rlt;ifljjiscrimination Committee (“ADC”) is a
non-profit civil rights organization comm1tted 1::[0 defending the rights of pcbplc of Arab
descent and promoting their rich c"ujt’,uraf»l hc‘ntdge ADC, which is non-sectarian and non-
partisan, is the largest Arab—Amefnié‘zin g%ei{‘sgrod)ts organization in the United States.

Based in Washington, D.C., it wa’s%unded ini1980 by former United States Senator
James Abourezk and has chapters; ﬁdtloﬂWldt; ADC sues on its own behalf and on behalf

of its members and constituents. -

EE
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6. Plaintriff Arafb%Comm ityVC nter for Economlc and Social Services

(“ACCESS”)is a Defroit-bas?ed hum serwj’giees-{organi_zation comn_ntted to the

development of the Xrab-Arnerican ‘ mmr\in;rty jin all aspects of its economic and cultural
life. Among other sfer'vices,‘ ACCEiS oper%aties a Community Health and Research
constituents. \

7. Plaintrff Bn'"dée Refufice & f' ensorshrp Serv1ces Inc (“Bndge”) is an
ecumenical, non—prbi'rt organizatio ’ ‘
refugees and asylum’seekers beco and stay self-sufﬁc1ent Bndge is affiliated with

i
Church World Ser\l{iee and ;vs'zith Ep '< opal‘Mrgnatron Mrnrstrles Bridge recruits and

trains church sponsors to help refugées breage new lives in East Tennessee, and provides

i
5§

services until refug’e‘es are elfigible : pipzly for U%litcd gtates citizenship. Bridge sues on

i

its own behalf and on behalf of its ;

8. Plamtlff Councﬂ 0 : erléain ‘Isilamrc Relatlons (“CAIR”) is a non-profit,
mainstream, grassroets organizati deé:lr:;céat;ed tjiov enhancmg the public’s understanding of
Islam and Mushms CAIR 1s the lak cst 5Is§«1ém1?, crvrl llbertres organization in the United

(%: an]dhas chapters nationwide and in Canada.
CAIR sues on its own behalf and ¢ en ehal§ its members and constituents.
thor :lnd MaSJed As- Saber (“ICPMA”), is a

non-profit organizatjon thatgservesv' the religious needs of Muslims in and around

Portland, Oregon ICPMA ewns drid a

and an Islamic school known as t

behalf and on behalf of its: communmty men%bers and students.
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10. Defendant Attémey Gie;neral J Ohn'i Asheroft heads the United States
Department ot Justice, which is the ,aééncy' Of the United States government responsible
for enforcement of federal criminal ylzjiws ana ;ioﬁnestic intelligence investigations.
Defendant Attorney General Aéhcrcgﬁ ihasj uéltimaj,le authority for supervising all of the
operations and functions of'‘the Dcﬁavrtmenllof Justice. The Department of Justice
includes the FBI, the‘agency éuthofiZed to ﬁjsc tF‘lC law challenged in this case.

11.  Defendant Robert Mucllerls the S:Director of the FBI, which is the
principal investigative arm of the umted Staﬁes Departmcnt of Justice. Defendant Robert
Mueller is rcsponsiblne for supcwisi;ng;all ot the operations and functions of the FBL. The
FBI is the agency authorized to use t;h;e la»w}' c«éhalilengcd in this casc.

STATUTQRY LANGUAGE AT ISSUE

12. The Foreign Ihtellioffehée Sllér\i?cil"’lance Act(“FISA™), 50 U.S.C. § 1801 er

seq., was cnacted in 1978 to govem FBI survcﬂlancc of toreign powers and their agents

inside the United Status See Pub. L. 95- 511 97 Stat. 1783 (Oct. 25, 1978). Through

FISA, Congress created the Forelgnilntc] 1’gencc Surveillance Court (“FISA Court™),
! il

Y o 1.
originally composcd»of seven (now ,‘é‘levem) fcdéral district judges empowered to grant or

deny government applications for FISA survelllancc orders. See 50 U.S.C. § 1803.

13. Since 1978, Congrqs‘S‘!has: qrrf;en(ilied FISA numerous times, cach time
S 1
R i
adding new tools to the FBI’s foreigii inte]flixgerﬁce toolbox or expanding the class of

investigations in which such tools;‘ln_jéy-bc:fefnp]io’ycd,

PR H !
14, One amendment, which.wascodificd as Subchapter 1V of FISA,
e
authorized the FBI to obtain “busip:éés Lreofords’i’ from vehicle rental agencics, common
HEN
. S ore. g oo L . w .
carriers, storage facilities, and othfer,;slmglz;irsbua;mcsses if the FBI had “specific and

‘
;24

. .. ‘} *
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A t
i : :’ g
articulable facts” gigi:@g reason to bi ,tha?t the records in questlon pertained to a
; Y 1

£
13

5%-27e2~z Tltle VI §602 112 Stat. 2411 (Oct. 20,

*

foreign agent or povre;:ir. See Pub. LE

1998). 5 ’E’ |
15.  The Pattriot Act was o sed on October 26, 2001
16. | vSectioin 215 ‘or‘the P‘ ot A g %amended Subchapter IV of FISA by:
(1) allowing the FBI to demand the gp duct§0n of '_j?‘any tangible things (including books

records, papers, documents and otﬁe 1tems) ” a;nd«not Just ‘business records; (ii) allowmg

&

the FBI to demand books records ‘othe%‘i‘tangifblei thmgs from anyone, and not just

from vehicle rental agencres and oth thlrd 3ért11es andj: (iii); atllo{Jving the FBI to demand

whom it is investigeting isfiaszoreig gen:t 3§ e 5%0 U.S._Q. :§%1861(a)(1).

¥
N
* : L
17.  Section 215 docs ng eqlf_ireithe?FBI to show: probable cause or any reason

to believe that the records or person: ’eionging,s sought pertam to a person involved in

#
or :f

N

criminal activity or;«to a fox?eiign ag 1gn power See id; § 1861(b)(2). The

provision requires o?lly thétt‘i;'the_F ¢ FI‘SA Court that the books records, or

Ea

other tangible. thingSi demanded o i th 1_of §he ‘pr0V1s=16n are “sought for” a

foreign intelligenced clandestine intElli

kénce, or international terrorism investigation. As

a result of the chang“?es efféc,{ted’ b ‘ ‘, écht,, the FBI is now authorized to use

Section 215 even aéainst f)e:;ople‘ 5! in:to be altog‘ether unconnected to criminal

act1v1ty or esplonage

H

18. Sectron 215 requlre JA Iourt to defer to the FBI’s specification
% i . [

b

that the records or- personal*belon“gln ught Uy ta";Sect?ioni 215order are sought for an p

‘ i
%

ﬁnf@)nnatlon or tos protect against 1nternat10nal

% o
LoE
3 N %
: {
5 i




fivities. ’Tri'he FISA Court has no statutory authority

to examine the foundation of the FBI%S sp_ec{iﬁca{tion or to rejectthe specification as

terrorism or clandestine intelligence;

unfounded. See id. § 1861(b)(2) & ;((g)(l).'
19.  Scction 215 does not réquird the FFBI to have reason to believe that the
S L
records or personal belongings sougk}t%perta:irjr to|a particular suspect or a particular

P
L

offense. Accordingly, the FBI coulic{ ise Se;écftiorr 215 to obtain from a bookstorc a list of

people who had purchased a partic bo‘pig,} or to obtain from a health clinic a list of

patients who had received medical %: e. The FE&] need not state or even know in advance
which individuals’ piivacy will be
20. Ata hearing before thFe Hou’se J ujdiciary Committee on June 5, 2003,
Dcfendant Attorney General John i\%hcroft s'tate}:& that, prior1 to the Patriot Act, the
government “‘used to have [to allcgc;]’ a reason 0 bcllcve that the target is an agent of a

& '¢\f

forcign power,” a standard he agreed’was ’lowc r-than probable cause.” He
: : -a

acknowledged that, under Séction ik ,‘the} govg:mmenl may now obtain “all rclevant,
i

tangible items” without such a ShOV:;lISlg T
21.  Scction 215 does nééﬁeqriié@;the: FBIk‘cvcr to notify surveillance targets

that it has obtained their recbrds or ‘f)érso‘;n'hli belongings.

22, Section 215 does not mclude any procedurc that would allow a person or

entity scrved with a Section'215 or(lj;e‘r to cih_alle-nge the order’s constitutionality before

turning over the records or personal’belongmm sought by the order.

23. Sectlon 215 authorlzes thulFBI %0 obtain records or personal belongings of

United States cmzcns and pemrancnl resrdentsi based in part on “activities protected by

i

the first amendment to the Conslilpﬁbn.f’ qIa’ ‘qj 1861(a)(1): see also § 1861(a)(2)(B).

P
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see also § 186I(a)(2)(B).

25.  Section 215 i@quire

that the 1nvest1gat10n is not." ,'

basis of actlvmes protecteds by the

authority to examinelthe fopdatlo
specification:as unfoundedifz See id | l%_)(z

26.  Scction 21’5;1iﬁc1udej{s

dlsclose to any other person (otherft

thmgs under this sectlon) that the k¢ eral Burec

5
H

‘: ,,rson’sﬁne}ceséary to-produce the tangible

Cé urt t‘odefer to the FBI’s specification

: Unlted States person solely upon the

' :F’BI’S spejmﬁcathm or ;o rfe]ect the

)& @),

ol A l 1g gag ﬁroviéion: “No person shall

) ,oﬁiInVestigatibﬁ has sought or obtained

Voo X T ‘5 L
tanglble things under this sectlon g‘fee id 5 18;

i
2/
_§

]
ed
]
|
i

publicty even the ribst basié info

refused to say, for eg{(ample,s how 1}

%

information ‘from pl}jbfli.(: A‘libijariesv, :

61(d) Section 215 gag orders are

§how1ng that 'secrecy is necessary in any

’1I§J ohn Aéhcféft ha‘fs réﬁlsed to disclose
i the FBI’s use of Section 215. He has
th é' prov151on has=been used to obtain

wmany ’Err';es ,_it-h-as béen,usedl.to obtain information

d Esidents, and how mary times it has been used

tivi y. protected by the ngrrst»Amendment.



28. Through a requiest suféiﬁitted under the Freedom of Information Act, the

American Civil Liberties Union obléi'zf'iéd heavily redacted - documents (hat indicate that

the FBI has alrcady used Section 21 5 '

S

29.  AtalJune 2003 heanng Defcndam Attomey General Ashcroft informed

the House Judiciary Committee that 1t is hlS posmon that Section 215 could be used to
obtain, among other things,,library aﬁd bQQ}(S’“torF records, computer files, education

Lo

records, and even genetic 1nformat19 14

ol
FACTEA ‘g* B:A,CKGROUND
30. Basbd on their personal expg:ncm ;es and the government’s own actions,
N § 3

plaintiffs have a well-founded behqﬁ{tbz{t ;thg‘cy and their members, clients, and

constitucnts (hercinafter “mcmbcr§z§r{dgcji@rjts”’}j) have becn orare currently the targets of

investigations conducted under Scc?tj'foﬁn 21 5‘ Bécause Section 215 does not require the

!
1

1

government to provide notice 10 s 'illance lan“gets, and because it strictly gags

recipients from disclosing that the FBI ha@%sought or obtained information from them,
plaintiffs and other innocent targe(s "Q'f FBI}' surv}e"illance have no way to know with

certainty that their p'fivacy has bee;né“ac,.ompnrjiofmisfed.
31.  The FBI has alrcadifftargététi; pléjlil]tiffs, their members, and their clients in

a number of ways.

.
%

32. The FBI has sought %1.n-fc$rn1§at§i0rf directly from some of the plaintiffs about
their members and clients. ;1 " E
33. The I- Bl has sought 1 mtormatlon from some of the plaintiffs” members and

3.
clients directly, cither during visits ;t@ thelr homes and businesses, or through numerous

ewwy ..
?., i
sibkin s .




descent.

34. Plaintiffs have many ‘ emb%e"isf and clients who were required to register
] S '

atlon Systern (NSEERS), an INS program

: ;y%te nationals of predominantly Arab and

ared ’-iin good! faith for registration were

Ar b Mushm and South Asian descent in

4 dyof 5pla1nlt1rffs > members and clients of

“ .p%rafién Liberty Shield.”

1eml§e’r§ were questioned about their

(oiUnited States support for Israeli policies, and
| ‘Plaintiffs’ members and clients believe

gatidn under Section 215 because of

C ‘pubhcly n Novembcr 2002 that the Justice
i3

; ,ilgtnte],llf:gemce’«progaram 1nvolv[mg] tracking
w1th dual citizenship.”

37. - The FBI is currentlyﬁnvestlgatmgc a number of charities suspected of

Y
i
“;

§ Oérganizéitions. Some of plaintiffs’

R B

»y; to these chatities before the charities were

o e oerm
o

o
3
L O
=N
2

bl
providing material support to Foreitg 1Te

o il

members and cllents contrlbuted F’ 1anci 1
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38.  Some of the plaintiffs‘v and thc;:‘ir‘ members and clients have direct contacts
with people whom the INS detained and thegFBI “iﬁterrogated after September 11", The
FBI routinely interrogated INS dotainéés, aszkjrng'—jqucstions not only about the detainees’
own immigration status, political vie\ﬁé’s, reli;g;ous beliefs, and forcign conncctions but

also about the political views, religiotis beliets, and forei gn connections of the detainees’

friends and family m¢1nbcr5. o , ‘
39.  Many ﬁpf plaintiffs’ mgrhlﬁeré iin‘d{clients emigrated to the United States
from countries the government has aicuscd} (Si'f vsg)(jnsoring terrorism, such as Syria and
Iraq. Defendant Mugllcr has*statcdééqblidé/ :that; a “substantial” number of persons are
: i

under constant surveillance, particularly in:icommunities like New York and Detroit,

L - RN .
where plaintiffs have thousands of Airﬁb-Amem;:an members and clients.

40.  Many of the p]aintiff§ dircctly se—frve Muslim communities, or have

significant numbers of members of ¢ icnts :fviho{arc Mushm. Two of the plaintiffs, the
o
i ST T

Muslim Community Association of Ann ’Afrboﬁand the Islamic Center of Portland,

¢

Masjed As-Saber, operate mosques.» .

41. Scetion 215 has caqu;‘:ii bomc oﬂ plaintiffs® members and clients to be

inhibited from publicly expressing their pé)liticfjﬂ views, attending mosque and practicing

their religion, participating in public debate; crigaging in political activity, associating
with legitimate political and religious organizations, donating money to legitimate
. g e |
charitable organizations, exel‘cisiﬁg5¢alldér%in private conversations, researching sensitive
" T |

political and religious topics, visiting par‘[gic;uvla{r websites, and otherwise engaging in
: ) 4

activity that is protected by the Fi?réksAméndnli:nt to the United States Constitution.

v

i
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’;days; «M(;IA ‘employs approximately 20
‘ > members :

: fe jnfollféd at¥ the Michiéan Islamic'

’gh 1*1 ‘h grade In add1t10n to offering the

( : far "“c rec1tat10n and Islamlc Studles The
th‘? 'basie kﬁow;cdge required to preserve
tfdentio:
Lmount @f tlme staff resources, and funds
da i patot Act on the civilrights of
)n -;Jé‘nuary,2\36§, 2002, April 14, 2002; October

o

'ie;fé)ruirl’;s 'adglr”esééci the impact of the Patriot

; %tlli‘es;E tin*d"fundréiée,rs related to the Rabih

: : ;s»alré‘rnpstialways discussed.

o een MCA, its members and leaders, and
o8 i ned, r;detained, dr arrested since September
' ! usedor is;currently using Scction 215 to

¢ it and its members, students, and

constituents.




46. For examplc ;the MCA its leadershlp and 1ts members have been
associated with Rabih Haddad Rzi\blh Haddad sadl- -year-old native of Lebanon who
came legally to the United ‘States an;(}l*hved untlal recently in Ann Arbor with his wife and
four children. He was an active meﬁlber: of MdA aﬁd a volunteer teacher at MCA’s
Michigan Islamic Academy. In 19952% he cfb;—foﬂmded the Global Relief Foundation, a
humanitarian organization which thgtcdcréal gol“vcmmcnt: has accused of having provided

material support forterrorism. In IDfé(’:ember 20j0¥1, Mr. Haddad was arrested on

%
4

. & : J . C
immigration charges. Though neveﬁaccus“cd of threatening or harming anyonc, Mr.

H

Haddad was denied bond and hcldsm sohtary contmement tor months with almost no
access to his Tannly or the outside worldr Thu IINS commenced removal procccdmgs

against him based on visa Vi‘olation‘sv‘ and thé govcmment attempted to close the INS

,‘V

: L
hearings to the press and public. TheiACL’U the Detroit Free Press, Representative John

} 3

Conyecrs and others successfully sued to opun the hearings. Mr. Haddad was ultimatcly

imprisoned for approxmately mneteen months ,Jand deportcd to Lebanon in July 2003.
He was never charged with any crlfn'. "

47. Some MCA. membcrsi’founded thc Free Rabih Haddad Committee in

December 2001, The Free Rablh Haddad C@mmlttee supported the Haddad family .
during Mr. Haddad’s 1mpr1s0nmen§,§ra|sed§ moqey to assist in his-defense, organized
public demonstrations in support of M Hé(ﬁdaéi, and organized a letter-writing

: : 1

: P
campaign. The Frce Rabih: Haddad 'Com ‘1ttee [continues to educate the public about the
E Gt

o it

Fics
b
e

government’s treatment of Mr. Hac;ida‘d Thé MCA itself also held numerous fundraisers
x 3

and public rallics to protest Mr. Ha d:giéd ] detenltion.

i
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i ’Free Rabih Hadda

the “Eroding Status of Our C1V11 L1beg i e;s\

Bank. The federal geVernr_réeht has
through wiretaps autl%o‘ri‘zed‘ under
Aﬁan’s daughter, La'}%‘lla Al-Anan,

¥

March 2003.

50. OthérgMeAémemberg
investigation by the FBL
51.  For example ;MCA;;m mbe

5
: o1
‘pzlaced weekly telep

29 Br

i‘n’d?lé;aﬂer::s have been individually targeted for

e = T I .
B

r;nmrttee were held at the

o

a¢
"

3

P

o i nB—‘

,,i

jAl-Arlan’ls a Kuwam-born former

_‘ éwas mdlcted in ithe Mlddle District of

¢ hier father 's case;at MCA’s mosque in

H_orfhamf:Albquudi was bomn in Syria and

came to the United States l:n;1987 e reel ed a Masters in Engineering from Missouri
State Univergity anda Ph.D.inE ee‘r;in;grfrom Oregon State University. He is now a

United States citizedl. He is;marri
United States citizens. Héworks
Mr. Albar(;uf;ll hasib

Jn

member of the Mlchlgan Istamic

52.

: fgllte(

i

d States c1trzen and has three children, all

‘ffOrf a Eo_rtune 100 company.

ct 'e:member of MCA since 1999. He wasa

: ‘oard of dlrectors for 3 years.

53. ,’ Mr. Albarmrdl hasgateo bee

approximately three years. ;

m a member of CAIR’s Mlchlgan chapter for

Fy
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54. In 1993, Mr. Albarcﬁidi co—fdu:rl(iie'd the Islamic Assembly of North
America (“lANA”), a non-profit ofgafnizatidn’ dfedicéted to educating the public about

Islam. While he was associated wiﬂj the o;réani;zéti(‘)n, IANA organized confcrences,

(4

published religious books, and sup;p_liéd Q("lr‘:ans‘! to incarcerated Muslims. Mr. Albaroudi

served as IANA’s Exccutive Direc;tég’r:yfrorri the {)rganization’s founding in 1996 until
1997, when he stepped down fromhls position ‘and ended his association with IANA
S A ’

!
because of personal differenccs w1tlg‘other[AN%A leaders. The FBI raided [ANA’s
offices in F ebruaryé'003, scizing cp%’{'m;putleéséamii taking photographs of books. The
computers contained information asb%bplt' Mf %Albi»aroudi. FBI agents also questioned
TANA associates and cx-cmﬁloyee;s;faboﬁt Mr fi\lbaroudi, notwithstanding that his

3

association with IANA ended in 199]

55.  Mr. Albaroudi was .Zal;"s,p a éf():Lfndcz}r of the Free Rabih Haddad Committee.
2t N

Mr. Albaroudi convéned the initiaf meeting fbf t;he Committee on the premises of the

MCA. ¢
56.  Mr. Albaroudi has ty\ylecc been contacted by the FBL. On the first occasion,

which was approximately four yeaﬁs;e};go,’ Mr A!lbaroudi was on an employment-related

g
consulting assignmeit in Indiana wl%%n thé;?EBI’\came looking for him at his home in
Michigan. When the FBI diécovcrib’gji that Mr A{lbaroudi was not at home, they left their

DB

cards with Mr. Albaroudi’s wife, aglglng fhiaﬁ Mf’ Albaroudi contact them when he
returned. Mr. Albaroudi did so. Thi’é’zFBI gh@ mj)t pursue cfforts to speak with Mr.

Albaroudi after he informed them thgt he, d1d néfrtffeefl comfortable speaking with them

wd

without an attorney present. o é‘ ,

SN X i‘?&m&:"‘""%ﬁu_.



57.

occasion, the FBI agents who €

ontacted;hlm .s'g d that they had not singled him out but

would have contacted?theiri @ﬁhls ov‘é :
the United States. The FBI thg:n aske |
who had recently been: arreste”d for
charges. The FBI did’:,f",“;not p&i‘éue'efﬁo
them that he did not‘fe%el coﬁfortabl?e

58. Mr Aiiijarouéliireasof% }

ethnicity, his place ot}b‘irth, h1s ear 1 a V ershlpl» role mlANA his leadership role in the

Free Rabih Haddad Comm1ttee

memiber}shnp and leadershlp role in MCA, the FBI

Umver51ty in 1978 and an MLA. from
Elty in 1980 She moved to Mlchlgan in
60. Mrs. Abouiatlr hasb, efnbe‘r of the ;MCA since 1986.

Sitiat : ;V[lc hlgan Islamlc Academy from 1990-1994,

and .dwixélg thls past=academ1c year. Mrs. Abouzaht’s

the MlChlgM*Islamlc -Académy.

+




x

62. Mrs. Abouzahr scrvcs on M ‘A $ Outreach Committee, whose mandate is

}

to educate Americans about Islam.i’ As a rrrernbcr of the Outreach Committece, she has
visited numerous local schools and c‘omn:nirrjry,brganizations to give presentations about
Islam. Mrs. Abouzahr also serves jnfforma]lil as an advisor to Michigan Islamic

Academy’s new immiigrant studcntfs"_awnd 't}i:cir parents who have questions about adjusting

to life in the United States.

41

T4

: i
63. Mrs. Abouzahr s an actrve membcr of the Ann Arbor Arca Committec for

Pcace (AAACP). As a member of? that organlzatron, Mrs. Abouzahr attended
demonstrations agamst the Gulf W_arw;:agalrsls‘l the Patriot Act, against the FBI’s
G i N

’!,.‘TL;;‘t

“voluntary” interview prograim, andi}jﬁ favér§0f ‘a just peace bétween Israel and Palestine.

Mrs. Abouzahr has also spoken publrcly aﬁ KCIIlu)Hbtrdth[lS sponsored by AAACP and

MCA, including at demonstratlonsim support 01 Rabih Haddad.

!

64.  Mrs. Abouzahr is Ell‘S(:) an ac;twc rncmber of the Free Rabih Haddad

Committee. As onc of the Commift&e’s tv&@oghlé:dia Coordinators, she drafts press

. 3 I R .
relcases, speaks to the mcdla; and @r;g)amchsfpubllc demonstrations. She has also spoken

b

publicly in support ot Mr., Haddad : For cxampli in February 2002, after she had traveled

to Washington, D.C.; with Mr Haddad S w1fe %he spoke at an informational forum

‘a

organized and co-sponsored by thCAAACP’«:?HdT the Free Rabih Haddad Committee to
inform the local com’ﬁunity about H‘addad’jsrcaje

N R o .
65.  The Free Rabih Had_ﬂ%id Cbmmlgtee?s;post officc box is registered in Mrs.

; T

Abouzahr’s name.

66.  Mirs. Abouzahr rcasonablv bellevics that, because of her rcligion, her

i
B

leadership rolc in the Free Rabih Haddad C ommlttcc her mcmbcrshlp in AAACP, and

Mkttt

ar,; ik : Tod l.zi; ié ! ": i&iﬁ‘:ié ‘



I |
her membership and leadershlp rol
r g
Section 215 to obtailizzher fée@rds a pe ( ) %11 l;elonglngs
' 67. MCAl g%nembfer'? Nazb' W borﬁ in Lebandﬂ in 1969. He emigrated
to Canada in 1988 and became a Cadt dlahy n in‘:19§3. Mr Hassan reccived his
‘ 68. Mr Hassan came toit%e U;II cd:Sta es‘ in 1994 to study at Eastern
| “ Michigan University;ff st : ‘omputer Informatlon Systems from that v
; institution in 1997. * ERREE
: Lo ' \%a?mousg t]I%léS since 1995, he also served as
r i ;ﬂ;ly, ar'id a’s_:MCA’és Vice President,
.« 71. de he"FreeRablh Haddad ACor"nmittee.‘ As one
H : of the Cornrmttee ] two Medla Coo¥r natm;%s« he draﬂs press releases, speaks to the
“ e i
hat; ‘bec-éuse.of his ,religioni his ethnicity,
his place of bll'th hls*leadershlp rolefi'l thes' i ec Rab;h Hadda Cemmittee 'and his
membershlp and leadershlp role in ;‘? QA the I:"BL has used or is currently using Section ;
215 to obtain his recerds aﬂd 'perso;zilf %‘bel(eéiﬁ;s"
73. MCA also reasonabf elieyefs that it could be served wifh a Section 215 o
or&er. It then would %la}ve ;r@éo;iablllty , ehalilenge %he ;order jl)efbfe(‘ compromising the ;




mail, home and business addresscs,ga‘-nd citiizéﬂsilip status and national origin. MCA
. , R '
keeps records relating to members’ marriag;es aﬂd divorces, and relating to members’
family problems that MCA’s Imam}and Soc:1al C!ommlttec help resolve. MCA also keeps
records documenting the useof zaléaﬁ(mémbtcrsi‘ charltable donations). The Michigan
z T

[slamic Academy also maintains a ¥a‘ icty @ﬁcdllcatlonal and counseling records about its
L }

LTS R

3

students. Finally, MCA has a varic] f rclslglous documents associated with the mosque

Q‘

and the Michigan Islamic Academ§1

L
g o

,%e'“\wff

74, MCAhasa pol1cy o;

routinely assures its members that any mfo atlon thcy provide to MCA will be kept

1ctly mamtalnmg the prlvacy of its records and

‘UJ

M(z

Fes

confidential. MCA’s membecrs rely @fn MQAS ﬁlséuﬁances that their records will be kept

IR - Biec;

confidential. b

75. Section 215 comprdlﬁi;scs:M(;SA’%s ability to maintain the confidentiality of
[ ‘

By

Ry ‘
records pertaining to‘its members a?n‘:dg.slqdierits_, and to protect individual members and
*, (A
students from harassment, threats, aﬁd Vipl’!cn(;e‘f‘ 'MGA has been the target of harassment

since Scptember 1 l . For example, ion 801%16 occasmns after MCA President Nazih

Hassan was quoted:in newspaper artlcles= the MCA received scveral hate letters. After

-
IoE

Mr. Hassan wrote a letter to the Ann'Arbfo'r; I»,\I_cws at:thc end of March 2003, an unknown

individual or group placed hate ﬂlerq on car% outélde the mosque: Were the

confidentiality of MCA’s rec01ds to be comprcn;n]scd and MCA’s membership list to

become public knowledge, MCA’ q mdlwdua] members would be subjected to verbal

. T ‘1 S
harassment, threats, and even violenge.. - * . |

)
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76.

3 :
its members and students from

. mqml o
o -
e, .
c
S
selTbiee
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= el
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H |
2 also allows MCA to protect
hi t thquoverm’nen‘t w1ll target them for

their exercise of First :Amendment r ngl ding‘ theirfri!ght‘_s to free speech, free

association, and free €xercise of religi
:f_

77.  Becausg of the;;hkel'

d tlfxat %e;FBI is usmg prov1s1ons of the Patriot

Aet to target MCA, itsi leade}éjhip, and its {néﬁhbe‘rs some ! MCA members are afraid to
o > e>cgpress the1r oplmons about religious and

atténd mosque, to practlce thelr rel1g19n, or tq

= s

st

» -

"o
.2

; Ff)eo_'_;ple Qf Aralg deseent. "ADC has

'lr“ TR A
members and: Volunteer-based chap 5] in{ nga;ny;states. It is headquartered in
Washington, D.C., and has: staffed ces iniNew: York City, Detrott, San Diego, and San

Francisco.

qpie e 0o

79. Smce the passage ofithe Pati'l'?bt Act, ADC’,has spent a significant amount
of time, staff resources and funds dvéé%afmg agamst the c1V1l rights encroachments

@ximm i
GO

authorized by the Aet AD ] : gponsz ed < ongress1onal bneﬁngs in Washmgton
D.C., and held town hall meetmgs t : ugh@aﬁt he country to educate the public about the
Aet. Most recently; Z\DC was am co-%pjons or ofa natlohalfconéressional briefing
held on Capitol H1ll§on June '4v, 200: : Theigbl‘lef 'ﬂ:g, ;’vhich was attended by scveral
prominent senators afnd regtesentat;.. : hét%ned testlmony from 1mm1grants who had

: 11703

[ M ENY ST T
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suffered civil rights vié‘latior;sgfafter‘S“eipiemb;ar 1" On June 2, 2003, ADC co-sponsored
53

e M
another Congressional statf brleﬁng ﬁo%usmg on the Actand other post-September 11
; ; i

Department of Justice 1n1t1at1ves ADC statﬁ members have spoken about the Patriot Act
i

at over 150 conferences, seminars, ahd unlyersny‘ events around the nation. Additionally,

A RE e N o

ADC's National Convention$ for 2002:and-2003 included several panels discussing the
. LR i .

Patriot Act and other govermnent pro’gr‘amfs ‘ahd policies implernented after the Patriot

1

,

Act became law. ADC spokespeople mc]udmg Commumcatlons Director Husscin

Ibish, arc among the leadmg advocates in nat1on<11 media against the Patriot Act.
: e
Cod %

provgldes

Moreover, the ADC Legal Departmv

1) rolitine assistance to anyone contacting

]
[ %’
ADC for help concerning law entorcement hr other activities.related to the Patriot Act.
Finally, ADC’s Legal Department 1§an aéti}vfe 'pz;lrticipant in coalition-based policy
advocacy to amend or repeal parts é}‘f;ﬁhe A;:t
et

e

80. ADC monitors the due proccs‘é ahd equal protection rights of all Arab-
Americans, including thosc who Were*detamed on by the IN S after September 11" and

“
those who have been, caught up in terromsm ]nVG,btlbathDS

.?se

81.  For example ADC and its membcrs publicly condemned the use of secret

evidence in the detentlon of Dr. Mazen Al ’Na] jdr formerly a University of South Florida

professor. Though mcarceratcd for over three yiears Dr. Al-Najjar was never charged

with any criminal offensc. iHe wa 1mately deported for visa violations.

82.  ADCandits memb have a]qohnade public statements of concern about

} 3

’@a&xww‘%

due process issucs in the case of Rablh Haddad‘ a eommumty leader in Ann Arbor,

3
Michigan who was detained by the IN S m}leeé‘mbcr 2001, imprisoned for approximately
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nineteen months, andgltimatel;y depergcd it il 52@03{ without having been charged with

any crime. j

5

83. Because of the rclat10nsh1p betwee,n ADC, its members, and persons
S 1 1", ADC reasonably believes that the

2] ’ fro}ﬁbta_in records and personal belongings
‘ %t 1t could be served with a Section 215

ADC malntalns a variety of records
l 5]

about members 1nclud1ng the1r names ;and fam bs of fa‘milfygmembers, home and business
TR e N . .

1
¥
s A

ses, credit card information, and

'3§E>I*i<:;y'»of maintaihing the.conﬁdentia’lity of its

Y ADC d(a‘)es not dlsclose membershlp numbers or

memhers from harassment, threats, and
crease i:‘n;hate gcrimes, discﬁmination, and
he Sgeptember I 1th attacks. Many of these

j “Report on Hate: Cnmes -and

he Post-September 11 Backlash ” Qver 700
week<s followmg the attack, mcludmg several

] %DC %tiocgumentedﬁyovér 80 cases in which

REDE RN .
oers who were perceived to be Arab. There

[rm—
ﬂ’ _5 Vints
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were also over 800 cases of employmcnt dlscrlmlnatlon against Arab-Americans, an
approximately four-fold incfcase over prév'i@us lannual rates, and numerous instances of
denial of scrvice, discriminatory scrwcc and housing discrimination. These numbers
remain significantly above _pre-Septémbér 11" levels today. Were the confidentiality of
ADC’s records to be compromiscd;(:)‘rsADC"’is full membership list to become public

knowledge, ADC’s members could ri_‘sk ha’rzissrﬁcnt, threats, and even violcnce.

Arab.C ommumtv C entcr forsEconomlC and Soc1al Services

L7 ii |
3 13 1
86. ACCESS isa: human?'s’érvmes organization committed to the devclopment
; K S ;

of the Arab- Amcrlcan community insthe Ug hitcd States. Its staff and volunteers serve
) 1.
H
ed 1mrn1granls adapt to life in the United States,

‘ é

low-income families, help newly a

and educate Americans about Arab,

‘ ltu§e§ '*A}C;CESS’ provides a wide range of social,

i N :
mental health, educational, artistic,%{effnploﬁrﬁilcn% , legal and medical scrvices. ACCESS
B )

has more than 2500 members and zip;’f)]:mx]ir{lgtclj]/ 150 full-time staff.
crnoo i :
87.  ACCESS provides c;vicr sdvénf'ty cjiifferent programs to more than a
g o

hundred thousand people of all cth111§and récligiious backgrounds. In the last fiscal ycar,

ACCESS provided more thfaﬁ 57,290:servides injx the area of social and legal services,
5 ‘

more than 12,600 counseling and s hia?tr;ici; seljvices,' more than 60,300 in health and
: S
health education scrvices, and more than 55600; employment and vocational services.

: : : i

ACCESS also provided more than 25*;6,590’?h?0unjs of educational and recreational serviccs

to youths and their parents,iand sponsorcd cz:ultulyal events and actjvities attended by many

thousands of people. 1 g i |

88.  For e);ample, ACCESSruns;a qujmmunity Health and Resources Center

that offers a wide rangc of m.edical,ﬁ;;jjpi&bli;c Béa-lt]jl,: mental health and family counseling
i
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services and programs: TIts division ¢ Psye OZS ciral Rehab‘rhtatlon for Survivors of

o A
wm«»@@m«mm
o R4S

i1
iérptzr;ies mental health services to torture
victims and refugees ACCESS also %rowdéé ppcrallzed Services:to victims of domestic
IR R
, al*cenceri control program and provides
Lnd t;‘sting. The Center’s research division

ce m Hualthl‘ Issues in‘the Arab Community.
£ P
f Socilal Ser?vices offers emergency food

3

9.

fjo :triamsmg programs, 1anguage

s§tc§p help 1mm1grants integrate into their ncw

SRR
tent provides after school homework

forfat-risk youth, and recreation programs and

90. Becauée of thef relation: pl% ,tweenACCESS, ité members and clients,
> 17

?f
ed smce September 11th ACCESS reasonably

and persons questioned, detined, of @eportt ¢

believes that the FB‘Iifilas used oris Lak ; g '/‘uéihg Sé tion '215 tlo obtain records or other

,. an‘:lfchenté.

fsiand cliértté have been individually targeted

; I ef the Umtcd States since 1993 Mr.

f_ 3}§rid{jing¥ fot over seven years. Mr. Ghosn

m =INS later inforrrfreder. Ghosn that it

:,‘v




had lost the appheatlon and adv1sed§h1m to submlt two dupllcate applications. Mr. Ghosn
did so. He received. an acknowledgoment notlce trom the INS in January 1998 — over
five ycars ago. Since January 1998 the IT\}S has requ1red Mr. Ghosn to be fingerprinted
on multiple occasions but it has nevér sought to schedule a naturalization intcrview.

93.  The INS most reccntla frequlred Mr Ghosn to be fingerprinted in February

2002. When Mr. Ghosn appeared as he had becn askcd to, he was greeted not only by an

5
3 . .
B ﬂents, who questioned him for over two

,M:rj..‘ "~

INS criminal investigator but also b}j two

hours about his assoeiations with wa;r%.‘lous" indivii:iuals and charitablc organizations in
Lebanon. The FBI agents 1nformed3Mr Ghosn that he could be naturalized if he

cooperated with them, but that if he %ﬂrd not h1s children would be seized by the

government and placed in foster cat Mr (Ghosn answercd the FBI’s questions to the

best of his ability but refused their request that he become an FBI or INS spy. Hc was not

oo
te

advised of his right t6 coun,sel.

94.  Bccausc of the FBI’?S?éetionfs,éMrz. Ghosn reasonably belicves that the FBI
has used or is currently using Soctiofg' 215 to.obtain his records or other personal

belongings.

?
* 1

95.  ACCESS also rea@onably behevcs that it could be served with a Section
215 order. It would then have no ablhty toichallengc the order before compromising the

privacy rights of its members and cli’ents. ACCESS maintains a wide range of highly
E

personal, scnsitive records relatrng to the qerv1ces it offers to clients. For examplc, the

Community Health and Researeh C er mamtalns medical records for torture victims

and refugees, and for*breast cancer %mentdl ahealth and HIV/AIDS patients. It also

iiﬁﬁﬁi&ﬁ,ﬁiiis i ti-i $iki.g
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: maintains files on domestic ulolenc hs § ' farm’ly counselmg clients. ACCESS
‘ routinely assures its clients that the i rmat;én tlley pro‘i/ijdé w1ll be kept confidential.
Brldge Refiigde & % serslr1p Servrces
l i < 96. ridg_ei_is an écumeni nén%p%rnéitierganizaﬁen tlrat helps refugees and , {

o asylum-seekers become and istay sel fﬁelgent '» |
B 97. Br1dge is afﬁllated wit Churcll World Serv1ce (“CWS”) ‘which is the
| relief, develop_ment, ar;;d reﬁ;g%ee ass ; ance rinrmstry of 36 Protestant ‘Orthodox, and
' at an w1th Eplscopal Mlgratlon Ministries
| “ | ;:hurch that advecates for the protection of
l =1 rs and llas ot‘f;'lc;es in Knoxville,
= 99. Brrdgeﬁgenerally obtdiiis c11emts in eithiar of.two “wfa‘ys. In some cases, a
| person residing in the Unlted States ' l g

States has granted reﬁagee status bu : ? Y
, : : ‘ these cases (called “t?a?m1ly reunlﬁcaA‘ " eaisés),QBrldge béglris working with the
| he ré the Unlted States In other cases,
Bndge is assigned refff?lgees ﬁles by é é:)r :1n1zat10ns such : as CWS and EMM. ' ,‘ »l
| These cases (called “free cases) usy \Zo:;lve refugees whe do not have famlly inthe e, l
Un1ted States. | : ; et | i . » ) L
100. 'Historieally, l;B%idge ot serv 5 ?‘1 pprox1mate1y 200 new rcfugces and e
’ X asylum seekers’in a year Bndge S é ] entcé ;s lc;’u d Wthh 1nc1udes refugees who arrived S|
in. the United States 0\7er the‘g last ﬁve; ars, :m: lu:des approx1mately 500 ﬁles A
? | ‘ A
6 .
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101.  Bridge ordinarily serves its ;cljienfts' through individual sponsors, whom

Bridge recruits from local churches,irnosqucs, and-synagogues.
T 102.  Sponsors sign conﬁdcntialitéyga’gr]‘cements. Bridge staff explain and review
f ‘ ;
the confidentiality agrecment in sponsor training sessions.

103. Brldg,c provides its chents w1th a{ broad spectrum of resettlement services.

poar
T

For example, Bridge staff and sponsors ensure that new refugees have accommodations,

furniture, clothing, and food; accompany new rcfugces to the Department of Health for
medical examinations and imnmuniz ’tlons prowdc English language tutors to refugecs

»."' : *

who require them; cnsure that rcfug 'chiildrcn e'nrol] in school;-provide cultural

;ouﬁ' Arhcr-f‘rc\_an customs; assist new refugecs in

counseling to educat¢ new retugees

1st new refugees in complying with

immigration requircmicnts; assist rerugces ln Zapplymg for permanent residence and
o i
'd

citizenship; direct refugees to social %cn'icQs§prqvidcd by other organizations or by the
TR ‘

federal and statc governments; and cdunseliréfugees about personal problems, includin
g A A i

substance abuse, sexual abuse, discfif;ﬁjnaﬁéﬁ atiwork or school, domestic violence,

family planning, and divorcc.

e
PR

104.  Bridge. mamtams va is records pertammg to its clicnts, including

)¢ ," anid residential addresses. Bridge also

1

&

105. In many cases, Brldgcgs ﬁlcs‘alsohncludc case notes taken by Bridge staff.

'.,(

Case notes may document medical condmons from which;the chent has suffered in the
1
Cd asc notcs may also document the nature of the
k ) : EJ .
persccution that the client faced in hie rb c country e

. N ;’ '
past or that the client suffers c-urrent‘l

¥
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; : ige staff ab'duf personal problemS,

including substance abuse, sexual abuse, discrimination at work or school, domestic
In éne case, for cxample, Bridge counseled a
.1 :

iént jwho was being mistreated by his

, A S E IR RN T .
daughters. Bridge’s case notes inclu quI%Jmen.tatlojn‘ of conversations relating to these

and similarly intimaté, personjal pro ms i
107. In many cases} Bridgets refu%jé:é cli‘entfs can obtain the assistance they need

nenj services organization in East Tennessee

# ssmnalskllls When Bridge’s clients
decide that they canﬁ%t-affo;ci to en et , s;é)ﬁefl f;infé)rénélation to Bridge, those
clig:nts generally do ﬁot obtagn the hg Ip t! fihe riicedt ﬁém?ahywheré. They siniply dcal
with their problems —: mcludiélg se . ﬂai;?ld eirson;ali préblems — on their own.

108. Bridgej is conicerned i ; :‘;215 édmprémises its-ability to maintain

e regularly assures its clients that the

tialt an(i éiplaiqs that, undeér state law, the

rc vldef is protected by a social worker

privilege. Bridge provides its clien %ﬁltha éohﬁ,‘c;len;_tiﬁliit}/ "agﬁeéfnent that assures clients
that Bridge will disclose theis record§only $to 12

cﬁilitétc the c_ohtiﬁuation of proper

” ‘ iticould b}e} served with a Section 215 -

to clﬁalIiél‘élgefthé order before

Ao

A




110.  The FBI has approacidée(;i Bfige for information about its clients on at least
two occasions. In early November 2@02, the }:BJ{ approached Bridge to ask it to disclose
all records relating to its Iraqi;bom cllents !Bndi,ge declined to disclose the records
because the records included sensitiye,'pe;seﬁal information, including medical
information. |

111.  On No’vemberlZ 2002 Bféi(flg’e was scrved with a Subpoena To Testify

Before Grand Jury, ordering the productloniof Any and all records of Bridge . . . relating

to any and all Iraq1-b0rn people wh@? ve, been assmted by Bridge Refugee and
Sponsorship Services, Inc. 1ncludmggrecords»that provide the name, address, telephone

{

3

number, employer, and personal cnrcumstanm_s Cf quch pcrsons. Bridge moved to quash

pree

E

the subpoena but Wlthdrew 1ts motig ri“ \ henv the ] BI agreed not to seek more information

than Bridge’s clients would: dlreadwhdve pr0v1dc d to the INS. The FBI made cleal
N :v. N i i
however, that it mlght eventually demand more 1ntormat10n The FBI did not indicate

H
. i

what form such a demand mi ght take

112. Brldge client Muwafa,yAlbaraql was born in 1968 in Najaf, Iraq. where he

lived until 1991. In 1991, at the encouragement lof the United States, Mr. Albaraqi

participated in an uprising agalnst the govemment of Saddam Husscin. Although the

uprising was successful in Najaf Ahﬁfe*ricangﬁupqort did not materialize and ultimately the
city fell again-to the Iraqi RepubllcanL‘Guard i Those who had participated in the uprising

were labeled traitors and were torturgﬁd, unpnTsoq,ed, or killed. Mr. Albaraqi fled to Saudi

Arabia.




113. M. Aglbaraql ihved

Saudi Arabia from March 19

L te jSttates in‘September 1994. His file,
flige }oggan1zgtgon, was transferred to Bridge
i idé 111; Tennessee, where he had friends.

idn dgustlng to life in Tennessee. For

SN - S -
R~ FN ~ S

P

federal assistancei mcludmg é’food“ hd soc1al securlty Brldge accompanicd Mr.

Albaraqi to the Department of Hea .‘YAlbaraql was glven a medical’

5
¥
z

?'
x

‘i

cxammatlon and i 1mmumzat1®ns B Iésff) hel;@')ed&M‘r."Albaraqi withthis application
gt

kaf)éhcatlon ﬁor c1tlzensh1p

3

i |

';
ed

.

X

¢_

St tes cmzen 1n 1999. Mr Albaraql now

§t§)r§e§1ﬁ -(noxvﬂle Tennessee He is also a part-

[ # o ]
at thejy ﬁl\grersny of? Tennessee

s workp ce m January 2003 stating that
»t‘told that the 1nterv1ew was optional or

h~ave an attorney present at the

., e}é@nﬂ%

interview.
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118, During the intervie\i'/,’:éthe FBI asked, among other questions, whether
anyonc associated with the Iraqgi gQ\{efmneht had asked him to engage in terrorism

ould do 1f an Iraqi agent asked him to engage in

against American targets; what he w

terrorism; and whether he might ac;t ;’éiziffe'rently xf the Iraqi agent cut off his brother’s

Lo

finger and sent it to him in the maii.?‘

119.  Mr. Albaraqi would n‘o‘t ha\ e sought Bridge’s assistance for sensitive,

personal matters had:he thought thz}t’?the F 12315 c’o‘pld easily aceess Bridge’s records under
. _ . 4 .
Section 215. Based on his own experienccas ajrefugee, he belicves that other refugees
[ b
g0y

will be Iess likely to seck help from ;lgindgc; because the FBI can obtain their sensitive,
r ‘» LR TN
' SRR -
personal records even when they hifl};iq done nothing wrong.
: S

e o
Council on#Américan-Islamic Relations
g : | :

g

120. CAlR'isa non-proﬁiﬁgrasfsfzobts fofganizat’ion dedicated to enhancing the

: L L] o e
public’s understanding of Tslam andil\;’/lus;liﬁnjq. CAIR is.the largest Islamic civil liberties
organization in the United St‘ates. C’AIR’v‘sin?tiolnal office ineWashin‘gton, D.C., hasa

?
permancnt staff of about 25 people “Approxmlately the same number of pcople are

.n

employed by CAIR’s state and 1oca]$Chapter§ J .
121.  Since thc passage of thfe Patinot Act CAIR has spent a significant amount

LB {

of time, staff resources, and funds m»advecatmg aoamst the civil rights cncroachments

authorized by the Act CAlR host

Ey. a@,.« «
=

conference each March. At both the 2002
and 2003 conferences, multiple spefﬂléérs eiplained the Patriot Act and discussed its

import for Muslims in the Unlted States CAIR hosts an annual dinner each October. At

i

-
both the 2001 and 2602 dinners, speakers explaljncd thc Patuot Act and discussed its

import for Muslims in the United S;ta_;t,es». CAIR regularly distributes e-mail “Action

ER
B

P
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the Patriot Act became 1aw,§€3AIR
Patriot Act. CAIR has also issued

122.  CAIRmonitors the

pI'OCGSS al

: "x

¢ bed to AIR’s Aetlon Alert list. Since

Lnumerous Actlon Alerts related to the
vs release‘s relat,ed to the Patriot Act.

udeflual f)rotecﬁion rights of all Muslims

detamed on 1mm1grat10n charges after

i ’:? :
September 11th and those caught u emsmr 1nvest1gat10ns In 2002, CAIR issued a
54-page “Civil Rights Repoif'ré” that 0Lnig’}hthe1 thlngs examrned the 1mpact that “anti-

terrorism” policies, 1ﬁclud1n% the Paifiot A

Muslims.

| T :
CAIR issuied a similar Cjy

Rights Report in July2003.

1 llbertres of American

LS

123. Because of the relation 5 b
- i i 2 ; — :"‘ ‘ %
questioned, dfetaine(gl,?;_; or deﬁ)c‘)rted,‘s Hee § it

the FBI is currehtly using Section 2 '

L

and its members

124.  For example CAIR, 1
1956 She came to the Umted Stat

Mrs. Bayoumi has been a me’mber

1 ,lub'é-i‘ 11

IR for’

CAIR reasonably believes that

; ,records and personal belongmgs of CAIR

gda Bayoumi was born in Cairo, Egypt, in

' bocdme a United States citizen in 1988.

- 4
an

epprexirrrately four years.

2

125. Mrs Bayouml is md

Ha$ three children;o_f whom the youngest is

o Fo

) 5 ' n\i;iso’zry Grofup "fo:r‘ the Special-Education

¥

, § ‘a-hd was also born in Cairo Egypt. He




5
i

Director of the Syracuse School Dlsmct She s]crves as a board member ol the Central
New York Parent's Coalition for thldren \V]th‘SpCCla] Needs. She co-founded and
serves on the board of the of Autism'; éupport Group. She founded and scrves on the
board of the Ed Smiéh School's Supp'dn Gréohp ;for Children With Spccial Needs.

, e :

127.  Mrs. Bayoumi and hé’r{lhusbgahd ¢o-founded and servc on the board of the

Central New York Chapter of the Amcncan Musllm Council, an organization that was

established in 1990 to increase the4e¢tectl\cc}paqtlmpatlon of American Muslims in the

¥
.

political process.

T
b
128.  Two FBl agents camC‘to \ ?r

3
: i

;; B‘jayouml 's homc on February 26, 2003.

They first informed Mrs. Bayoumﬁ that thcyI wanlud to question her husband. When Ms.

Bayoumi told the ag'ents that her h}lghand Wﬁas fle'[ at home, however, they began to
question her instead’; 5 ¥ R |

129.  The FBI's questlomn‘ggfocus%d on‘a donatlon that Mrs. Bayoumi and her
husband had made t0a charity callcécvi’llclér the Ncedy Mrs. Bayouml and hcr husband
had donated several hundred dollarééto the}drgdmzatmn the previous year.

e PEY

¥
-

130.  The agents . askcd quf Bayoumﬂ liow much money she and her husband
had contributed to the charity, whcthcr she had attended a dinner that Help the Needy had

recently hosted, whether she knew: what theidonatlon was being used for, and whether she
4
would be upset if the money had been ubed 10 bulld,a mosque. Mrs. Bayoumi told the

i

FBI that she and her: husband had ¢ d@natedizd‘ tujv ‘hundred dollars to the charity in cach of

the previous few ycqrs, had aﬁend}éd.fthc‘r@c;ent‘dinncr, and had assumed that the donation

would be used to provide food and fjfedifci:n‘c tbjr needy people in Irag.

b




131.

her husband had made a donatlon £

132. On the same day th

of Justice anno‘unced: that a federal )

"’i

indictment charging 5Help the Nee

transferring funds to“persons in Ira :

Help the Needy wass not accused oJ h

aid to people living in Iraq; the Ju
Needy of anempting§t0 undefrmine
tyranny and support for. terror

133..

CAIR has a pohcy of mamtarmng

The FBI did_inot infé

StT

) the Needy.

; roum1 how ‘theyhad learned that she and

; q esﬂti.oned Mirs. Bayoumi, the Department

: 2 y i 1 Syraeusje, New York, had returned an

Anng obtained the proper license. While

v;irfig,rov 1d1ng anythmg other than humanrtanan
D;épa;rtm ent's, pres:s ;release accused Help the
Pﬁesi% ini's

seﬁforts’_“to end Saddam Hussein's

ek t]ijat becauée of her réligion, her

&

e;edy,»the" FBI has used and is currently

ef personal belongings.

lidve ) _;h‘at, it eoulld be served with a Section 215

j.';\ to ;chall‘enge the order before

5., CAIR maintains a variety of records

gt :dbusmess ma111ng addresses; phone

grh ‘conﬁ

PR

e -

TR o [ SO

n .M,mmgm.
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| inf on, and checkmjg account information.

de

1a11ty of its members and their private

e b

ership numbersior any other information

i

’s ability-to maintain the confidentiality of

e R B R
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e t:mc:mbe‘rs;v from harassment, threats, and




violence. CAIR has documented a §gbstan§1al increase in hate crimes, discrimination,

and harassment against Muslim and, Afab—Arr‘geriLcans since the Septemboer 1 1th attacks.

i FIN
Fo-

Many of these incidents are.describedin CAIR’¢ 2001, 2002, and 2003 Civil Rights
Reports. Were the confidentiality of:CAlR;’s; rcc_iQ,rds to be compromised and CAIR’s
i % C

membership list to become public kn%wledge CfA‘IR members could risk harassment,

threats, and even violence.

Islamie Centér, fRo%‘tlah(J-i,fMasjed As-Saber
i ]
136.  The Islamic Center @f;ﬁPortland MaSJed As-Saber (“ICPMA?), is a non-

I
profit orgamzatlon that owns and admmlstefr

j
sa mosque known as Masjed As-Saber and
tr '1

P

an Islamic school known as the Islariic School of Portland. Approximately 450 people

attend scrvices at the mosque cach F‘rvlday; as many as 35()0 attend services on religious
| holidays. ICPMA cnmploys’ approxijﬁiﬁ'aitély 216 pffizople. ‘Approximately 60 students are

enrolled at the school_.

137. Because of the rclatiofnéhip Bctwéfen ICPMA, its community members and
leaders, and persons and orgamzatlons6 1nvcst1gated questionied, detained, or arrested

since September | lth ICPMA reas onably bchcvcs that the FBL has used or is currently

using Scction 215 to*obtain :ccords' and p’ergspnzq] belongings pertaining to it and its

. S

community members and students. . <3

138.  Some’ICPMA comrpﬁnityi‘rfnefmb;ers have been individually targcted for
: e g1 I

>

investigation by the FBIL 3

139.  In October, 2002, a fudcral grvancl jury in the District of Oregon indicted

L

six individuals and charged them vnth varlous c‘ounts of conspiracy to wage war against
. ! % ]
the United States and to provide ;at:e suppoﬁwrt to Al Qacda; a seventh individual was

4
|
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sui’veillance was adtﬁidrized imder oth

also states that the gevernment ob ]

The affidavit does n@t state the lega

ongoing. %

¥

140. " The FBI has also sojs

the FBI but have not%been éharged :

: j‘fi}:‘;'ﬁ
b -

al is currently scheduled for January 2004

[aind 7”1 case Some of the defendants, Jeffrey

Abdulla al Saonb, attended the ICPMA.

'ctment of the defendants Police Officer

i ormant recorded conversatlons inside the
{01 June 6, 20()2 The electromc

ot Act. lmendment to FISA The affidavit

: §
‘t1shzed in: obta1n1ng these records. The
o C : t, H x

atron 1nto the alleged conspiracies is

rn ICPMA In March 2003, the

k3

ecords related to the defendants

i ed lawyers ‘who,moved to quash
cy rrghts of ICPMA’s constituents, but
'f ;ICPMA’s constituents are now
(_%n onsj wrll;provoke FBI

erved. snbpoenas to over 25 people in

: 7 ;other local mosques The FBI has

; ,,as asked questxons about other




. I
(42 Forexample, ICPMA;president Alaa Abunijem was born in Saudi Arabia
and came to the United States in 19897 Tie hecame a LS. citizen in 1996, Mr. Abunijem
is married to a ULS. citizen and has four children. He holds a B.S. degrec in Eleetrical
Fngineering and an M.S. in Fngineering and Technology Management. Te currently
waorks as an engineer for o Fortune 100 company. and has hved in Portland, Oregon,
since 1999,
143, On December 17,2002, Mr: Abunijem was stopped at the Scattle airpon
by LS. Customs and questioned by, both ULS. ciistoms and B officials regarding the
L .
purpose ol his trip o Saudi Arabias The officials scarched his documents, business cards.,
. 1( . L
and credit cards for thirty minutes béfore réturnmg them to him. On his return from
-~ o ‘
Saudi Arabia on January 9. 2003 His luggage and documents were searched for over an
hour and a halt. and he was questioned by officials about his trip.
[44. On February 26, 2003 an FBL agent called Mr. Abunijem at his work

place and questioned him about a donation:hie had made (o a charity called Help the

Needy. Mr. Abunijem had made donations ot several hundred dollars to the organization
k4
i
over the past few years. The FBIL did ;nulzihl»lmn Mr. Abunijem how they had learned that

4
»

\rﬁ:-ﬂf\lﬁlnijcln told the FBI agent that he did not

he made a donation to Telp the Needy.

x

. . . PEL Ll
feel comfortable talking to the TBE Iz'llhoul alawyer,

145 On the same day thivkihe FBI guestioned Mr. Abunijem. the Departiment
FU LI
. . N by ‘) . . ,
ol Justice announced that a federalgrand juiy in Syracuse. New York, had returned an
, il
indictment chargimgelp the Needy-and four mdividuals associated with it of

LY

transterring funds o persons in Irdgiwithout haying obtained the proper license. While

P , W . - .
Help the Needy was;not accused othaving providing anything other than humanttarian

[
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aid to people living in Irag, the JustlcerDcpértmej nt's press release accused Help the

Needy of attempting to undermine the Prcs,1dent]s efforts ‘to end Saddam Hussein's

tyranny and support for terror.”

146.  Since- 1999 Mr. Abumjem has served as a board member of the Islamic

} ‘ .
Assembly of North Amerlca (“TAN /5: ) a non proﬁt organization dedicated to educating

¢ i

the public about Islam IANA orgc;{r;u ‘ eonfereneeb pubhshes religious books, and
ISR
4

hms The FBI laldCd IANA’s offices in Michigan in

< 1
or about February 2003, sejzing con%puters and-takmg photographs of books. The
g 1
. ﬂ;, §
computers contained information a;bpﬁnMri.;Abunij cm. The government has not charged

f

6-
§
supplics Qurans lo 1neareeraled Muis

IANA with any crimi; but has arre’s d one @f the orgamzatlon s former presidents,

Bassem K. Khafag1 son federal bankatrdud charﬁues Abmstant U S. Attorney Terry

Derden of Boise, 1daho has Stated bubhcly; that| the mVestlgatlon could expand to other
N I

p)

directors and Islamic Asscmbly cmployees
147. M. Abunijcm has r)(}t;b'ccn‘ eharq;ged with any crime and strongly maintains
his innocence. . ’ o
148.  Mr. Abunijem rea‘sbg‘ébly Be"lie\"es that because of his religion, his
s
ethn1<:1ty his place oi blrth his 1eadersh1psrole~1n ICPMA and IANA, and his donations to

Help the Needy, the FBI is currently wusmg Sectlon 215 to obtain his records and personal
belongings. - g ‘

149. 1CPMA reasonablyii, ée’heves‘ithqt 1ticeuld be served with a Section 215
order. It would then have: no ab1]1ty 0. challenge the order betore compromising the

privacy rights of its members. 1C PM A mgamtalns a variety of records about community

. L : BT ¥ 3 | . . ; .
members, including their names andithe?n’atneg. of family members, home and business
5 I I i




X

mailing addresses. phone numbers email addresses, credit card information, and
v . .

checking account information. TCPMA also retdins records of services it provides to

E

2 T - .
community members. including Islamic marriage contracts, and records of divorce
proceedings and linabcial agsistance given to neady tamilies. The Islamic School of

Portland retains health, financial and cducational records pertaiming to all ol its students

t
and stall. 1CPMA has a policy of maintainfing the contidentiality of all records pertaining

to its community members, stall and stidents.

IS0 Seetion 215 compromises: 1€ PMATS ability to maintain the conlidentiality
of its records, and o protect .commujlily members and students from harassment, threats,

and violence. Sinee the September L1th attacks, ICPMA community members and other
. v N ; . N . . -
Arab-Americans have repeatedly been the target of harassment. Were the confidentiality

of ICPMATS records to be compromised and TCPMA™s community Tist or other records Lo

become public knowledge: TCPMA s community members and students could risk verbal

. . oy
harassment. threats, and even violence.

“

[ST. TCPMAS ability toskeep its deccrds conlidential also allows ICPMA (o
protect its community members 11'§'>m the passibility that:the zovernment will target them
N . . . . '.“‘. ¥ . Vo N . .
lor their association with [CPMA cineluding their rights 1o free speech. free association,

9 .
and free excercisc of‘religion.

152, Because ICPMA community, mémbers believe that the FBI is currently

o/ ICPMA, and because the FBI has recorded

e

using provisions ol the Patriot Act to-tar
L8
conversations and services iside the mos%lﬂlc and sought records from ICPMAL many

ICPMA community: members are afraid té atterd mosque, practice their religion. or

express their opinions about religious andpolitical issucs.
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CAUSES OF ACTION

153.  Section 215 violatesjtgﬁc Féu’frt;h Amendment by authorizing the FBI to
execute scarches wiIﬁout criminal (%r?ff‘brcigi;léilltélvligence probable cause.

154.  Section 215 violatesfthe Fodrfh Amendment by authorizing the FBI to
exccute searches without pro’vidiné tfa;fgétegigilld;ividuals with notice or an opportunity to
be heard. o

155.  Section 215€\riolate§ the F;fﬁh?Atn;ncnd’rhent by authorizing the FBI to
deprive individuals of property w1th£9ut duc if)r'og:css.

156.  Section 215:violateé {hc F{ir%st:;Arpendment by catcgorically and

i P

permanently prohibiting any person

fiom diécldjsing to any other person that the FBI has

ki i

sought rccords or personal belongip'gé.

bt

157.  Sectign 215 \';fiolatcf:s the Fl[‘f\g AI%]CI]dI]]Cnt by authorizing the FBI1 to
investigate individuals bascd on tllze;i;r’excl:;r;i;sc (;()f’ First Amendmcnt rights, including the
rights of frec expreséion, free asso%ci%iién,,%fgld t;'réc cxcrcise of religion.
P]?%%YEhééQIj{RELIEF

WHEREFORE Plaintiff respectﬁji;?lg; ;reqvué'sjts that the Court:

1. Dcclare that Scctmn@%l 5 isétﬁncoﬂ‘nstiﬂﬁidna-l under the First, Fourth, and

Fifth}?Amendments{ % o
2. Pcnr{ancntlyéenjoir;- %efeﬁéaills%from using Sectjon 215.
3, Award Plaintitf fee‘s&fahd ccé'.)stts‘ gursuant to 28 US.C. § 2412.

4. Grant such other and't ﬁhér}’rcl?&ef as the Court deems just and proper.
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Respecttully submitted.

ANN BELESON

JAMEEL JAFTER

Nattonal Legal Department

American Civil Liberties Union
Foundation ;

125 Broad Street, 18" Floor ‘

New York, NY 10004-2100

| (212) 549-2500

MICHATL J. STEINBERG

NOEL SALEH ‘

KARY [.. MOSS

American Civil Liberties Union Fund
of Michigan :

60 West Hancock ;

Detroit, MI48201-13423 '

(313) 5T8-6K800
Dated: July 30, 2003
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(Re 08-28-2000) #  05-Cv-0845

FEDERAL BUREAU OF INVESTIGATION

ALL INFORMATTON COMNTATIMNED
HEEEIM I8 UNCLASEIFIED

Precedence: ]MMEDIATE DATE 0E8-15-2005 pYy 65172 DMH ¢ JHF Date: 06/19/02

To:  All Divisions ~ Attn: Assistant Director;
SAC;
Legat
CDC

From: Office of the General Counsel
Investigative Law Unit, Room 7326 b2
Contact: Investigative Law Unitj

Approved By: Parkinson Larry R
Steele Charles M

| |
b6
Drafted By:| | b7C

Case ID #: 66F-HQ- 1085160(Pending)

Title: NEW LEGISLATION
PATRIOT ACT OF 2001
PROVISIONS ADDRESSING INVESTIGATIVE ISSUES

Synopsis: To supplement guidance previously provided on the USA PATRIOT ACT of 2001 by
highlighting provisions of the USA PATRIOT Act of 2001 which are of the most immediate
interest to FBI investigations.

Reference: 66F-HQ-A1247863 Serial 70
66F-HQ-A1247863 Serial 71
66F-HQ-A1323588 Serial 364

Details:
Background :
On October 26, 2001, the President signed the “Uniting and Strengthening
America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism Act of
2001" (otherwise referred to as the “USA PATRIOT Act” or “Patriot Act”) which enhances
many investigative tools available to the FBI. Over the last several months, the Office of the
General Counsel (OGC) has provided guidance to the field on this Act in the form of e-mails,
ECs, and presentations/training. Among the documents provided are a detailed section-by-
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section analysis of certain provisions of the Act;' two separate ECs prepared by OGC's National
Security Law Unit, dated October 26, 2001, entitled “NEW LEGISLATION, REVISIONS TO
FCI/IT LEGAL AUTHORITIES, FOREIGN INTELLIGENCE SURVEILLANCE ACT (FISA)”
and “NEW LEGISLATION, REVISIONS TO FBIVIT LEGAL AUTHORITIES, NATIONAL
SECURITY LETTERS”; and an EC prepared by OGC's Legal Forfeiture Unit, dated

January 11, 2002, entitled “ASSET FORFEITURE MATTER.” The purpose of this
communication is to consolidate into one document the guidance previously provided and to
highlight those provisions of the Patriot Act of greatest interest to FBI investigative efforts.

This EC has been broken down into three sections. Section I, Investigative Tools,
addresses the provisions which modify, amend, or create investigative tools which may apply to
many types of investigations. Section II, Money Laundering, highlights some of the new crimes
and investigative tools aimed at the financial networks of criminal enterprises. The International
Money Laundering Abatement and Financial Anti-Terrorism Act of 2001 was incorporated into
the Patriot Act and was intended to significantly increase the United States’ ability to combat the
financing of terrorism. This section of the EC is only intended to summarize some of the
highlights of the Act. Additional, more comprehensive guidance will be forthcoming. Section
I, New Terrorism Offenses, summarizes some of the important changes in the criminal statutes
regarding terrorist offenses. The forfeiture provisions, information sharing provisions, and other
national security related provisions were addressed in detail in the aforementioned ECs and
therefore will not be covered by this EC.

Many of the investigative tools provided in the Patriot Act are governed by a
sunset provision which will result in their expiration on December 31, 2005 unless renewed by
Congress.* In order to be prepared to justify their renewal, offices are encouraged to keep records
of the effective use of these tools. Important information to be maintained includes both the
number of times the investigative tool was effectively used and specific information on
noteworthy cases.

'This document was prepared by the Department of Justice and provided via e-mail to all
Chief Division Counsels on October 30, 2001.

*Title 3 of the Patriot Act, entitled the International Money Laundering Abatement and
Financial Anti-Terrorism Act of 2001, has a slightly different sunset provision in that it will only
expire if Congress enacts a joint resolution containing specific language. The result is that the
provisions will continue unless Congress acts otherwise.

2
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I. Investigative Tools

Information from Communications Providers

Voice Mail - Law enforcement can now obtain all voice mail which is stored by a
communications provider, including unopened voice mail, using the procedures set forth in 18
U.S.C. §2703 (such as a search warrant). This also applies to other wire communications as
defined by the statute. Voice messages stored and in the possession of the user, such as an b5
answering machine, are not covered by this statute.| |

[This tool is set to expire under the sunset provision.

See 18 U.S.C. § 2510; 18 U.S.C..§ 2703.

Basic Subscriber Information - The list of information law enforcement can
obtain with a subpoena was expanded to include records of session times and durations, any
temporarily assigned network address, and the means and source of payment that a customer uses
to pay for his/her account with a communications provider. 18 U.S.C. § 2703(c).

Nationwide Search Warrants for E-mail - Courts with jurisdiction over an
investigation can now issue a search warrant with nationwide jurisdiction to compel the
production of information held by a service provider, such as unopened e-mail. Previously, the
search warrant had to be issued by a court in the district where the service provider was located.
This tool is set to expire under the sunset provision. 18 U.S.C. § 2703.

Clarification of the Cable Act - In the past there were two statutory standards for
privacy protection; one governing cable service (47 U.S.C. § 551, the “Cable Service Act™), and
the other governing telephone and Internet privacy (18 U.S.C. § 2510, ef seq. [wiretap statute],
18 U.S.C. § 2701, et seq. [ECPA], 18 U.S.C. § 3121 et seq. [pen/trap statute]). This opened the
door for cable companies which provide telephone and Internet services to argue that the ECPA,
wiretap, and pen/trap statutes did not apply to them. The Patriot Act clarified this issue by
stating that the ECPA, wiretap, and pen/trap statutes govern disclosures by cable companies that
relate to the provision of communication services. See 47 U.S.C. § 551(c)(2)(D).

Voluntary Disclosures - The law now explicitly permits, but does not require, a
service provider to disclose to law enforcement either content or non-content customer records in
emergencies involving an immediate risk of death or serious physical injury to any person. This
voluntary disclosure, however, does not create an affirmative obligation to review customer
communications in search of such imminent dangers. The Act also allows a communications
service provider to disclose non-content records to protect their rights and property. This will
most often be used when the communications service provider itself is a victim of computer
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hacking. This provision will expire under the sunset provision. See 18 U.S.C. § 2702(b) &
(©)(3); 18 U.S.C. § 2703(c)(2X(F). ’

Electronic Surveillance

Expanded Predicates for Title IIl - The predicate offenses for Title III were
expanded to include crimes relating to chemical weapons (18 U.S.C. § 229), terrorism (18 U.S.C.
§§ 2332, 2332a, 2332b, 2332d, 2339A, and 2339B), and felony violations of computer fraud and
abuse (18 U.S.C. § 1030). This is set to expire under the sunset provision. See 18 U.S.C. §
2516.

Nationwide Effect of Pen/Trap Orders - The Act amends the pen/trap statute to
give federal courts the authority to compel assistance from any provider of communication

services in the United States whose assistance is appropriate to effectuate the order. See 18
U.S.C. § 3127(2).

For example, a federal prosecutor may obtain an order to trace calls made to a
telephone within the prosecutor’s local district. The order applies not only to the local carrier
serving that line, but also to other providers (such as long-distance carriers and regional carriers
in other parts of the country) through whom calls are placed to the target telephone. In some
circumstances, the investigators may have to serve the order on the first carrier in the chain and
receive from that carrier information identifying the communication’s path to convey to the next
carrier in the chain. The investigator would then serve the same court order on the next carrier,
including the additional relevant connection information learned from the first carrier; the second
carrier would then provide the connection information in its possession for the communication.
The investigator would repeat this process until the order had been served on the originating
carrier who was able to identify the source of the communication.

When prosecutors apply for a pen/trap order using this procedure, they generally
will not know the name of the second or subsequent providers in the chain of communication
covered by the order. Thus, the application and order will not necessarily name these providers.
The amendments to section 3123 therefore specify that, if a provider requests it, law enforcement
must provide a “written or electronic certification” that the order applies to that provider. OGC
will provide additional guidance on language for such certification in the near future.

Intercepting Communications of Computer Trespassers - The wiretap statute was
amended to explicitly rovide victims of computer attacks the ability to invite law enforcement
into a protected computer to monitor the computer trespasser’s communications. In the past, the
law was ambiguous on this point. Before monitoring can occur, however, four requirements must
be met. First, consent from the owner or operator of the protected computer must be obtained.
Second, law enforcement must be acting pursuant to an ongoing investigation. Both criminal and

4
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intelligence investigations qualify, but the authority to intercept ceases at the conclusion of the
investigation. Third, law enforcement must have reasonable grounds to believe that the contents
of the communication to be intercepted will be relevant to the ongoing investigation. And fourth,
investigators must only intercept the communications sent or received by trespassers. Thus, this
section would only apply where the configuration of the computer system allows the interception
of communications to and from the trespasser, and not the interception of non-consenting users
authorized to use the computer. Additionally, based on the definition of a “computer trespasser,”
communications of users who have a contractual relationship with the computer owner may not
be monitored, even if their use is in violation of their contract terms (i.e. spammers). This is set
to expire under the sunset provision. See 18 U.S.C. § 1030(e)(2); 18 U.S.C. § 2510 (20) & (21);
18 U.S.C. § 2511(2)(i).

Pen Register/Trap and Trace Reporting Requirement - The statute created a new
reporting requirement whenever the government uses its own pen register or trap and trace
equipment on a packet-switched data network of an electronic communications service to the
public. While this provision was aimed at the use of the DCS-1000 (earlier versions were known
as Carnivore), it will also apply to the use of other government owned equipment/software, such
as Etherpeek, on a service provider’s network. While additional detailed guidance will be
forthcoming, this new requirement imposes a duty to maintain records relating to the use of this
equipment and to file these records with the court which authorized the pen register or trap and
trace. See 18 U.S.C. § 3123(a)(3).

OPR Inquiry and Civil Liability for Unauthorized Disclosures - If a court,
appropriate department, or agency, 1) finds that the government violated the wiretap statute (18
U.S.C. § 2520, et seq.) or the Electronic Communications Privacy Act (ECPA codified at 18
U.S.C. § 2701, et seq.); and 2) seriously questions if a government employee acted willfully or
intentionally in such violation, the statute now requires that an OPR inquiry be initiated to
determine if disciplinary action is warranted. The Department of Justice Inspector General will
be notified of the results of the inquiry, including justification for the outcome. Violations
warranting an OPR inquiry include improper disclosure of information obtained pursuant to Title
III, ECPA, a pen register/trap and trace order, and national security letters under 18 U.S.C. §
2709. The United States is now civilly liable for certain violations of FISA [Section 106(a)
codified at 50 U.S.C. § 1806(a) (the use of information in the ELSUR context), Section 305(a)
codified at 50 U.S.C. § 1825(a) (the use of information in the physical search context), and
Section 405(a) codified at 50 U.S.C. § 1845(a) (the use of information in the pen register/trap
and trace context)], the wiretap statute, and ECPA with minimum damages awarded at $10,000
plus legal fees. See 18 U.S.C. § 2520(f) & (g); 18 U.S.C. § 2707(d) & (g); and 18 U.S.C. § 2712.
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Search Warrants

Delayed Notice for Search Warrants - The Act created a uniform statutory
standard authorizing courts to delay the provision of required notice if the court finds “reasonable
cause” to believe that providing immediate notification of the execution of the warrant may have
an adverse result as defined by 18 U.S.C. § 2705 (including endangering the life or physical
safety of an individual, flight from prosecution, evidence tampering, witness intimidation, or
otherwise seriously jeopardizing an investigation or unduly delaying a trial). The Act provides
for the giving of notice within a “reasonable period” of a warrant’s execution, which period can
be further extended by a court for good cause. See 18 U.S.C. § 3103a.

Single Jurisdiction Search Warrants for Terrorism - In domestic terrorism (as
defined within the act) or international terrorism cases, a search warrant may be issued by a
magistrate judge in any district in which activities related to the terrorism have occurred for a
search of property or persons located within or outside of the district. See Fed. R. Crim. P. 41(a).
U.S. Attorneys' Offices had been advised to coordinate all search warrants in the investigation
into the September 11 terrorist attacks with the DOJ Terrorism and Violent Crimes Section in
order to avoid duplication of effort and prevent inadvertent interference with ongoing

investigations in another district)

Miscellaneous Tools

Obtaining Financial Records and Consumer Reports - Section 358 of the Act
amended the Right to Financial Privacy Act and the Fair Credit Reporting Act to provide for the
ability to obtain financial records or consumer reports related to “intelligence or
counterintelligence activity, investigation or analysis related to international terrorism.” See 31
U.S.C. § 5311; 12 U.S.C. § 3412(a).

DNA Predicates - Section 503 extends DNA sample collection to all federal
offenders convicted of the types of offenses that are likely to be committed by terrorists (as set
forth in 18 U.S.C. § 2332b(g)(5)(B)) or any crime of violence (as defined in 18 U.S.C. §16). See
42 U.S.C. §14135a(d)(2).

Emergency Assistance from DOD - The Act broadened the Attorney General’s
authority to request assistance from the Secretary of Defense in emergency situations involving
weapons of mass destruction. See 18 U.S.C. § 2332e.

Educational Records - Law enforcement can now obtain educational records held
by an educational agency or institution if they are relevant to an authorized investigation of
domestic or international terrorism or other offenses found under 18 U.S.C. § 2332b(g)(5)(B).

b5
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Assistant Attorney General approval is required. This includes individually identifiable
information which may be in the possession of the National Center for Education Statistics. See
20 US.C. § 1232g; 20 U.S.C. § 9007.

Expanded Foreign Jurisdiction - The special maritime and territorial jurisdiction
of the United States explicitly is extended to U.S. diplomatic and consular premises and related
private restdences overseas for offenses committed by or against a U.S. national. This clarified
inconsistent prior caselaw to establish that the United States may prosecute offenses committed
in its missions abroad, by or against its nationals. The provision explicitly exempts offenses
committed by members or employees of the U.S. armed forces and persons accompanying the
armed forces, who are covered under a provision of existing law, 18 U.S.C. § 3261(a). See 18
US.C.§7.

Expansion of the Computer Fraud and Abuse Act (18 U.S.C. § 1030) - The Act
included a variety of modifications to strength the criminal statute used most often in computer
hacking cases (18 U.S.C. § 1030). The Patriot Act increases penalties for hackers who damage
protected computers (from a maximum of 10 years to a maximum of 20 years); clarifies the mens
rea required for such offenses to make explicit that a hacker need only intend damage, not a
particular fype of damage; adds a new offense for damaging computers used for national security
or criminal justice purposes; expands the coverage of the statute to include computers in foreign
countries so long as there is an effect on U.S. interstate or foreign commerce; counts state
convictions as “prior offenses” for the purpose of recidivist sentencing enhancements; and allows
losses to several computers from a hacker’s course of conduct to be aggregated for purposes of
meeting the $5,000 jurisdictional threshold. See 18 U.S.C. § 1030.

I1. Money Laundering

New Offenses

Bulk Cash Smuggling - The Act makes it an offense to smuggle more than
$10,000 in currency into or out of the United States with the intent to evade the CMIR reporting
requirement. The House Report specifically states that this provision will apply to conduct
occurring before the effective date of the Act. 31 U.S.C. § 5332.

Money Transmitting Businesses - The scope of 18 U.S.C. § 1960 is expanded to
include any business, licensed or unlicensed, that involves the movement of funds that the
defendant knows were derived from a criminal offense, or were intended to be used “to promote
or support unlawful activity.”]

L]
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It is already an offense under Sections 1956 and 1957 for any person to conduct a
financial transaction involving criminally derived property. But Section 1957 has a $10,000
threshold requirement, and Section 1956 requires proof of specific intent either to promote
another offense or to conceal or disguise the criminal proceeds. New Section 1960 contains
neither of these requirements if the property is criminal proceeds; or alternatively, if there is
proof that the purpose of the financial transaction was to commit another offense, it does not
require proof that the transmitted funds were tainted by any prior misconduct. See 18 U.S.C. §
1960.

New Investigative Tools

Expansion of Money Laundering Predicates - The list of foreign crimes in the
definition of “specified unlawful activity” is expanded to include public corruption and other
foreign offenses. Similarly, amendment to RICO makes a long list of acts relating to terrorism
predicates for money laundering. Moreover, under Section 1956(a)(2)(A), it will be an offense to
send any money from any source into or out of the United States with the intent to promote such
an offense.

Subpoenas for Overseas Bank Records - A new statute, 31 U.S.C. § 5318(k)(3),
provides that the Attorney General or the Secretary of the Treasury may serve “a summons or
subpoena’ on any foreign bank that has a correspondent account in the United States, and request
records relating to that correspondent account or any records maintained outside of the United
States relating to the deposit of funds into the foreign bank. Congress has created this authority
by requiring that any foreign bank that maintains a correspondent account in the United States
must appoint a representative to accept a subpoena issued by the Attorney General or the
Secretary of the Treasury for bank records. | |

| This section of the Act became effective on December 25,

2001.

Long-Arm Jurisdiction - The Act expanded the court’s jurisdiction to include a
foreign person, including a foreign bank, if the money laundering offense occurred in part in the
United States, or the foreign bank has a correspondent account in the United States. See 18
US.C. § 1956(b).

Voluntary Disclosure by Banks - The Act provides immunity from civil liability
for any financial institution that makes a voluntary disclosure of any possible violation of law or
regulation to a government agency. It further prohibits, with some limited exceptions, the person
or entity making such disclosure from notifying the person involved in the suspicious transaction
that the transaction has been reported. See 31 U.S.C. § 5318(g)(3).

b5
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II1. New Terrorism Offenses

Definitions

Domestic Terrorism - The Act created a new definition of “domestic terrorism,”
corresponding to the existing definition of “international terrorism.” The term is defined to mean
activities occurring primarily within the territorial jurisdiction of the United States involving acts
dangerous to human life that are a violation of the criminal laws of the United States or any state
and appear to be intended to intimidate or coerce a civilian population, influence the policy of a
government by intimidation or coercion, or affect the conduct of a government by mass
destruction, assassination, or kidnaping. Investigations of “domestic terrorism” and
“international terrorism” have additional investigative tools including nationwide service of
search warrants and disclosure of educational records. See 18 U.S.C. § 2331; Fed. R. Crim. P.
41(a); 20 U.S.C. § 1232g; 20 U.S.C. § 9007.

Federal Crime of Terrorism (18 U.S.C. § 2332b(g)(5))- The definition was
modified to include several offenses likely to be committed by terrorists, including a number of
aircraft violence crimes and certain computer crimes, to the list of predicate offenses. Due to
Congressional concerns about overbreadth, some crimes were removed from the list (primarily
offenses involving assault and less grave property crimes). These offenses are now RICO
predicates (see USA Patriot Act § 813), have a longer or no statute of limitations (18 U.S.C. §
3286), and are predicates for the collection of DNA (see Section I. above).

New Offenses

Attacks on Mass Transportation Systems - The law now prohibits various violent
offenses against mass transportation systems, vehicles, facilities, or passengers. Specifically, it
prohibits disabling or wrecking a mass transportation vehicle; placing a biological agent or
destructive substance or device in a mass transportation vehicle with intent to endanger safety or
with reckless disregard for human life; setting fire to or placing a biological agent or destructive
substance or device in a mass transportation facility knowing or having reason to know that the
activity is likely to disable or wreck a mass transportation vehicle; disabling mass transportation
signaling systems; interfering with personnel with intent to endanger safety or with reckless
disregard for human life; use of a dangerous weapon with intent to cause death or serious bodily
injury to a person on the property of a mass transportation provider; conveying false information
about any such offense; and attempt and conspiracy. The provision carrics a maximum sentence
of 20 years imprisonment, or life imprisonment if the crime results in death. See 18 U.S.C. §
1993.

Harboring Terrorists - Previously the harboring offense prohibited only the
harboring of spies (see 18 U.S.C. §792); there was no comparable terrorism provision. The new
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law prohibits harboring or concealing persons who have committed or are about to commit a
variety of terrorist offenses, including destruction of aircraft or aircraft facilities, use of nuclear
materials or chemical or biological weapons, use of weapons of mass destruction, arson or
bombing of government property, destruction of energy facilities, sabotage of nuclear facilities,
or aircraft piracy. See 18 U.S.C. § 2339.

Expert Advice/Assistance and Material Support - The prohibition on providing
material support or resources to terrorists was expanded to include expert advice and assistance.
This makes the offense applicable to experts who provide advice or assistance knowing or
intending that it is to be used in preparing for or carrying out terrorism crimes, such as the civil
engineer providing advice on the best manner to destroy a building. This provision expanded the
criminal law by eliminating the restriction that such material support be within the United States,
clarifying that prohibited material support includes all types of monetary instruments, and adding
to the list of underlying terrorism crimes for which provision of material support is barred.
Additionally, material support offenses can be prosecuted in any district in which the underlying
offense was committed. The Act also clarified that the Trade Sanctions Reform and Export
Enhancement Act of 2000 does not limit this prohibition. See 18 U.S.C.§ 2339A.

Possession of a Biological Agent - The Act established an additional offense to
the biological weapons statute of possessing a biological agent or toxin of a type or in a quantity
that, under the circumstances, is not reasonably justified by a prophylactic, protective, bona fide
research, or other peaceful purpose. Additionally it created a new offense for certain restricted
persons (including felons, persons indicted for felonies, fugitives, drug users, illegal aliens,
mentally impaired persons, aliens from certain terrorist states, and persons dishonorably
discharged from the U.S. armed services) to possess a biological agent or toxin listed as a “‘select
agent” by the Secretary of Health and Human Services. See 18 U.S.C. § 175.

Attempt and Conspiracy - The Act amended several terrorism crimes to add a
prohibition on attempt and conspiracy resulting in penalties equal to the underlying offenses. See
18 U.S.C. § 81 (arson); 18 U.S.C. § 930(c) (killings in federal facilities); 18 U.S.C. § 1362
(injuring or destroying communications lines or systems); 18 U.S.C. § 1363 (injuring or
destroying buildings or property within the special maritime and territorial jurisdiction of the
United States); 18 U.S.C. § 1992 (wrecking trains); 18 U.S.C. § 2339A (material support to
terrorists); 18 U.S.C. § 2340A (torture); 42 U.S.C. § 2284 (sabotage of nuclear facilities or fuel);
49 U.S.C. § 46504 (interference with flight crew members and attendants); 49 U.S.C. § 46505
(carrying weapons aboard aircraft); and 49 U.S.C. § 60123(b) (damaging or destroying an
interstate gas or hazardous liquid pipeline facility).

Additional Information and Manual Changes
Additional guidance and associated manual changes will be forthcoming. Any

questions should be directed to the Investigative Law Unit,| | The text of the law,
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redline/strikeout text of affected statutes and Federal Rules, and other associated documents are
posted onf fvhich can be found through|
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